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Certificate in Geospatial Intelligence and OSINT

Principles of Open Source Intelligence

Acquisition refers to the process of obtaining data or information from various sources, which is a crucial
aspect of Open Source Intelligence (OSINT) in the context of the Certificate in Geospatial Intelligence and
OSINT. This process involves gathering and collecting data from publicly available sources, such as social
media, online forums, and news articles. The acquired data is then analyzed and processed to extract
relevant intelligence that can be used to support decision-making or address specific security concerns.

Activity-Based Intelligence (ABI) is a type of intelligence analysis that focuses on understanding the patterns
and activities of individuals or organizations. In the context of OSINT, ABI involves analyzing data from
various sources to identify and track the activities of targets, such as their movements, interactions, and
behaviors. This type of analysis is useful in identifying potential security threats and understanding the
motivations behind certain actions.

Advanced Geospatial Analysis (AGA) refers to the use of geospatial technologies, such as Geographic
Information Systems (GIS) and remote sensing, to analyze and interpret data related to geographic
locations. In the context of OSINT, AGA involves using geospatial tools to analyze and visualize data related
to targets, such as their locations, movements, and interactions. This type of analysis is useful in identifying
patterns and trends that can inform intelligence analysis and support decision-making.

Airborne Intelligence, Surveillance, and Reconnaissance (AISR) refers to the use of airborne platforms, such
as aircraft and drones, to collect data and conduct surveillance operations. In the context of OSINT, AISR
involves using airborne platforms to collect imagery and other sensor data related to targets, such as their
locations, movements, and activities. This type of data is useful in supporting intelligence analysis and
informing decision-making.

Analytic Culture refers to the set of values and principles that guide the analysis of data and the production
of intelligence. In the context of OSINT, analytic culture involves promoting a culture of critical thinking and
objectivity among analysts, as well as encouraging the use of alternative perspectives and diverse sources of
information. This type of culture is essential in ensuring that intelligence analysis is accurate, reliable, and
unbiased.

Applied Geospatial Analysis (AGSA) refers to the practical application of geospatial technologies, such as
GIS and remote sensing, to real-world problems. In the context of OSINT, AGSA involves using geospatial
tools to analyze and interpret data related to geographic locations, such as the movement of troops or the
location of infrastructure. This type of analysis is useful in supporting intelligence analysis and informing
decision-making.

Artificial Intelligence (Al) refers to the use of computer algorithms to perform tasks that would typically
require human intelligence, such as reasoning and problem-solving. In the context of OSINT, Al involves
using machine learning and deep learning algorithms to analyze and interpret data, such as imagery and
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text data. This type of analysis is useful in identifying patterns and trends that can inform intelligence
analysis and support decision-making.

Big Data refers to the large volumes of data that are generated by various sources, such as social media,
sensors, and internet of things (IoT) devices. In the context of OSINT, big data involves analyzing and
interpreting large volumes of data to identify patterns and trends that can inform intelligence analysis and
support decision-making. This type of analysis is useful in identifying potential security threats and
understanding the motivations behind certain actions.

Cellular Network Analysis (CNA) refers to the analysis of cellular network data to understand the movement
and interactions of individuals or organizations. In the context of OSINT, CNA involves analyzing cellular
network data to identify patterns and trends that can inform intelligence analysis and support decision-
making. This type of analysis is useful in tracking the movement of targets and understanding their
communications patterns.

Cloud Computing refers to the use of cloud-based infrastructure to store, process, and analyze data. In the
context of OSINT, cloud computing involves using cloud-based platforms to analyze and interpret data,
such as imagery and text data. This type of analysis is useful in supporting intelligence analysis and
informing decision-making, as well as enabling the sharing and collaboration of data across different
organizations and agencies.

Collection Management refers to the process of planning, coordinating, and executing the collection of data
from various sources. In the context of OSINT, collection management involves identifying and prioritizing
collection requirements, as well as coordinating with other agencies and organizations to collect and share
data. This type of management is essential in ensuring that intelligence analysis is accurate, reliable, and
unbiased.

Communications Intelligence (COMINT) refers to the interception and analysis of communications data,
such as phone calls and emails. In the context of OSINT, COMINT involves analyzing communications data
to understand the motivations and intentions of individuals or organizations. This type of analysis is useful
in identifying potential security threats and understanding the communications patterns of targets.

Computer Network Operations (CNO) refers to the use of computer networks to conduct operations, such
as hacking and exploitation. In the context of OSINT, CNO involves using computer networks to collect and
analyze data, as well as to conduct operations against targets. This type of operation is useful in supporting
intelligence analysis and informing decision-making, as well as enabling the disruption of adversary
operations.

Critical Infrastructure (Cl) refers to the assets and systems that are essential to the functioning of a society
or economy. In the context of OSINT, Cl involves identifying and analyzing the vulnerabilities and threats to
critical infrastructure, such as power grids and transportation systems. This type of analysis is useful in
informing decision-making and supporting the protection of critical infrastructure.

Cultural Intelligence (CULTINT) refers to the understanding of the cultural context and nuances of a
particular region or population. In the context of OSINT, CULTINT involves analyzing and interpreting data
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related to the cultural context of a region or population, such as their values and beliefs. This type of
analysis is useful in informing decision-making and supporting the development of effective strategies and
policies.

Cyber Intelligence (CYBINT) refers to the collection, analysis, and interpretation of data related to cyber
threats and vulnerabilities. In the context of OSINT, CYBINT involves analyzing and interpreting data related
to cyber attacks and exploitation, as well as identifying and analyzing the tactics and techniques used by
adversaries. This type of analysis is useful in informing decision-making and supporting the development of
effective cybersecurity measures.

Data Mining refers to the process of automatically discovering patterns and relationships in large datasets.
In the context of OSINT, data mining involves using algorithms and techniques to analyze and interpret
large volumes of data, such as social media and sensor data. This type of analysis is useful in identifying
patterns and trends that can inform intelligence analysis and support decision-making.

Data Visualization refers to the process of representing data in a visual format, such as charts and graphs. In
the context of OSINT, data visualization involves using visualizations to communicate complex data insights
and findings to stakeholders, such as analysts and decision-makers. This type of visualization is useful in
supporting intelligence analysis and informing decision-making, as well as enabling the communication of
complex data insights.

Electronic Intelligence (ELINT) refers to the collection, analysis, and interpretation of data related to
electronic emissions, such as radar and communication systems. In the context of OSINT, ELINT involves
analyzing and interpreting data related to electronic emissions, as well as identifying and analyzing the
tactics and techniques used by adversaries. This type of analysis is useful in informing decision-making and
supporting the development of effective electronic warfare measures.

Geospatial Intelligence (GEOINT) refers to the collection, analysis, and interpretation of data related to
geographic locations, such as imagery and map data. In the context of OSINT, GEOINT involves analyzing
and interpreting data related to geographic locations, such as the movement of troops or the location of
infrastructure. This type of analysis is useful in supporting intelligence analysis and informing decision-
making, as well as enabling the visualization of data in a geographic context.

Human Intelligence (HUMINT) refers to the collection, analysis, and interpretation of data related to human
sources, such as interrogations and interviews. In the context of OSINT, HUMINT involves analyzing and
interpreting data related to human sources, as well as identifying and analyzing the tactics and techniques
used by adversaries. This type of analysis is useful in informing decision-making and supporting the
development of effective counterintelligence measures.

Imagery Intelligence (IMINT) refers to the collection, analysis, and interpretation of imagery data, such as
photographs and videos. In the context of OSINT, IMINT involves analyzing and interpreting imagery data,
such as satellite and aerial imagery, to understand the environment and infrastructure of a region or target.
This type of analysis is useful in supporting intelligence analysis and informing decision-making, as well as
enabling the visualization of data in a geographic context.
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Information Operations (IO) refers to the use of information to support military or intelligence operations,
such as psychological operations and electronic warfare. In the context of OSINT, 10 involves using
information to support operations, such as disinformation campaigns and cyber attacks. This type of
operation is useful in supporting intelligence analysis and informing decision-making, as well as enabling
the disruption of adversary operations.

Intelligence Analysis refers to the process of analyzing and interpreting data to produce intelligence that
can inform decision-making. In the context of OSINT, intelligence analysis involves analyzing and
interpreting data from various sources, such as social media and sensor data, to understand the
environment and threats of a region or target. This type of analysis is useful in supporting intelligence
analysis and informing decision-making, as well as enabling the identification of patterns and trends.

Intelligence Preparation of the Battlefield (IPB) refers to the process of analyzing and interpreting data to
understand the environment and threats of a region or target. In the context of OSINT, IPB involves
analyzing and interpreting data from various sources, such as imagery and map data, to understand the
terrain and infrastructure of a region or target. This type of analysis is useful in supporting intelligence
analysis and informing decision-making, as well as enabling the identification of patterns and trends.

Intelligence Surveillance and Reconnaissance (ISR) refers to the collection, analysis, and interpretation of
data related to surveillance and reconnaissance operations. In the context of OSINT, ISR involves analyzing
and interpreting data related to surveillance and reconnaissance operations, such as imagery and sensor
data. This type of analysis is useful in supporting intelligence analysis and informing decision-making, as
well as enabling the identification of patterns and trends.

Measurement and Signature Intelligence (MASINT) refers to the collection, analysis, and interpretation of
data related to measurements and signatures, such as radar and acoustic data. In the context of OSINT,
MASINT involves analyzing and interpreting data related to measurements and signatures, as well as
identifying and analyzing the tactics and techniques used by adversaries. This type of analysis is useful in
informing decision-making and supporting the development of effective countermeasures.

Network Analysis refers to the process of analyzing and interpreting data related to networks, such as social
and communication networks. In the context of OSINT, network analysis involves analyzing and interpreting
data related to networks, such as social media and communication networks, to understand the
relationships and interactions between individuals or organizations. This type of analysis is useful in
supporting intelligence analysis and informing decision-making, as well as enabling the identification of
patterns and trends.

Open-Source Intelligence (OSINT) refers to the collection, analysis, and interpretation of data from publicly
available sources, such as social media and news articles. In the context of the Certificate in Geospatial
Intelligence and OSINT, OSINT involves analyzing and interpreting data from various sources, such as
imagery and map data, to understand the environment and threats of a region or target. This type of
analysis is useful in supporting intelligence analysis and informing decision-making, as well as enabling the
identification of patterns and trends.
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Operations Security (OPSEC) refers to the process of protecting operations from compromise or
exploitation by adversaries. In the context of OSINT, OPSEC involves protecting operations from
compromise or exploitation by adversaries, such as cyber attacks and surveillance. This type of protection is
essential in ensuring the security and effectiveness of operations.

Pattern of Life (POL) refers to the analysis of data related to the daily activities and patterns of individuals or
organizations. In the context of OSINT, POL involves analyzing and interpreting data related to the daily
activities and patterns of individuals or organizations, such as their communications and movements. This
type of analysis is useful in supporting intelligence analysis and informing decision-making, as well as
enabling the identification of patterns and trends.

Predictive Analysis refers to the use of statistical and machine learning techniques to forecast future events
or trends. In the context of OSINT, predictive analysis involves using statistical and machine learning
techniques to forecast future events or trends, such as cyber attacks or protests. This type of analysis is
useful in supporting intelligence analysis and informing decision-making, as well as enabling the
identification of potential threats and opportunities.

Remote Sensing refers to the use of sensors to collect data about the environment or targets, such as
satellite and aerial imagery. In the context of OSINT, remote sensing involves using sensors to collect data
about the environment or targets, such as imagery and sensor data. This type of data is useful in supporting
intelligence analysis and informing decision-making, as well as enabling the visualization of data in a
geographic context.

Signals Intelligence (SIGINT) refers to the collection, analysis, and interpretation of data related to signals,
such as communication and radar signals. In the context of OSINT, SIGINT involves analyzing and
interpreting data related to signals, as well as identifying and analyzing the tactics and techniques used by
adversaries. This type of analysis is useful in informing decision-making and supporting the development of
effective countermeasures.

Social Media Intelligence (SOCMINT) refers to the collection, analysis, and interpretation of data related to
social media, such as tweets and posts. In the context of OSINT, SOCMINT involves analyzing and
interpreting data related to social media, such as trends and sentiment analysis. This type of analysis is
useful in supporting intelligence analysis and informing decision-making, as well as enabling the
identification of patterns and trends.

Social Network Analysis (SNA) refers to the analysis of social networks, such as friendships and
communications networks. In the context of OSINT, SNA involves analyzing and interpreting data related to
social networks, such as social media and communication networks, to understand the relationships and
interactions between individuals or organizations. This type of analysis is useful in supporting intelligence
analysis and informing decision-making, as well as enabling the identification of patterns and trends.

Target Centric Intelligence (TCI) refers to the collection, analysis, and interpretation of data related to
specific targets, such as individuals or organizations. In the context of OSINT, TCl involves analyzing and
interpreting data related to specific targets, such as their communications and movements. This type of
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analysis is useful in supporting intelligence analysis and informing decision-making, as well as enabling the
identification of patterns and trends.

Terrorism Intelligence (TERINT) refers to the collection, analysis, and interpretation of data related to
terrorism, such as trends and tactics used by terrorist organizations. In the context of OSINT, TERINT
involves analyzing and interpreting data related to terrorism, as well as identifying and analyzing the tactics
and techniques used by terrorist organizations. This type of analysis is useful in informing decision-making
and supporting the development of effective counterterrorism measures.

Threat Intelligence (THINT) refers to the collection, analysis, and interpretation of data related to threats,
such as cyber threats and terrorist threats. In the context of OSINT, THINT involves analyzing and
interpreting data related to threats, as well as identifying and analyzing the tactics and techniques used by
adversaries. This type of analysis is useful in informing decision-making and supporting the development of
effective countermeasures.

Traffic Analysis refers to the analysis of data related to traffic patterns, such as network and communication
traffic. In the context of OSINT, traffic analysis involves analyzing and interpreting data related to traffic
patterns, such as network and communication traffic, to understand the communications and interactions
between individuals or organizations. This type of analysis is useful in supporting intelligence analysis and
informing decision-making, as well as enabling the identification of patterns and trends.

Unmanned Aerial Vehicle (UAV) refers to the use of unmanned aircraft to collect data and conduct
surveillance operations. In the context of OSINT, UAV involves using unmanned aircraft to collect data and
conduct surveillance operations, such as imagery and sensor data collection. This type of data is useful in
supporting intelligence analysis and informing decision-making, as well as enabling the visualization of data
in a geographic context.

Web Intelligence (WEBINT) refers to the collection, analysis, and interpretation of data related to the web,
such as social media and online forums. In the context of OSINT, WEBINT involves analyzing and
interpreting data related to the web, such as trends and sentiment analysis. This type of analysis is useful in
supporting intelligence analysis and informing decision-making, as well as enabling the identification of
patterns and trends.
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