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Advanced Certificate in Digital Disinformation and Geopolitical Counter Narratives

Strategic Counter‑Narrative Design

A2P messaging refers to Application-to-Person messaging, a type of messaging where a computer
application sends messages to a person, often used in digital marketing and communication campaigns.
Related terms include P2P messaging, which is Person-to-Person messaging, and A2A messaging, which is
Application-to-Application messaging. A2P messaging is commonly used for sending notifications, alerts,
and updates to customers or users.

Advanced Persistent Threat (APT) is a type of cyber attack where an attacker gains unauthorized access to a
computer system or network and remains there for an extended period, often to steal sensitive information
or disrupt operations. Related terms include malware, phishing, and social engineering. APTs are often used
by nation-states or organized crime groups to achieve their objectives.

Algorithmic bias refers to the unfair or discriminatory outcomes produced by artificial intelligence and
machine learning algorithms, often due to biased data or flawed design. Related terms include algorithmic
fairness, transparency, and accountability. Algorithmic bias can have significant consequences, such as
perpetuating social inequalities or discriminating against certain groups of people.

Artificial Intelligence (AI) refers to the development of computer systems that can perform intelligent tasks,
such as learning, problem-solving, and decision-making. Related terms include machine learning, deep
learning, and natural language processing. AI has numerous applications, including virtual assistants, image
recognition, and predictive analytics.

Authentication refers to the process of verifying the identity of a person, device, or system, often using
passwords, biometric data, or other forms of verification. Related terms include authorization, encryption,
and access control. Authentication is a critical aspect of cyber security, as it helps to prevent unauthorized
access to sensitive information or systems.

Big Data refers to the large amounts of structured and unstructured data that are generated by various
sources, including social media, sensors, and IoT devices. Related terms include data analytics, data mining,
and business intelligence. Big Data has numerous applications, including predictive analytics, customer
insights, and operational optimization.

Botnet refers to a network of compromised computers or devices that are controlled by an attacker, often
used for malicious activities such as spreading malware or conducting DDoS attacks. Related terms include
malware, phishing, and cyber crime. Botnets can be used to conduct large-scale attacks on computer
systems or networks.

Cloud Computing refers to the delivery of computing resources and services over the internet, often using a
pay-as-you-go pricing model. Related terms include infrastructure as a service, platform as a service, and
software as a service. Cloud computing has numerous benefits, including scalability, flexibility, and cost
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savings.

Content moderation refers to the process of reviewing and managing online content to ensure that it meets
certain standards or guidelines, often used in social media and online communities. Related terms include
content filtering, content removal, and community guidelines. Content moderation is critical for maintaining
a safe and respectful online environment.

Counter-Narrative refers to a strategic communication approach that aims to challenge or counter a
dominant or misleading narrative, often used in propaganda and disinformation campaigns. Related terms
include narrative design, storytelling, and communication strategy. Counter-narratives can be used to
promote critical thinking and challenge misinformation.

Cyber security refers to the practices and technologies used to protect computer systems, networks, and
sensitive information from cyber threats, such as hacking, malware, and phishing. Related terms include
information security, network security, and data protection. Cyber security is critical for protecting
individuals and organizations from cyber attacks.

Data analytics refers to the process of analyzing and interpreting data to gain insights and make informed
decisions, often used in business and marketing contexts. Related terms include data mining, data science,
and predictive analytics. Data analytics can help organizations to optimize their operations, improve
customer experiences, and make data-driven decisions.

Deep fakes refer to artificially created or manipulated audio or video content that can be used to deceive or
manipulate people, often used in disinformation and propaganda campaigns. Related terms include
machine learning, artificial intelligence, and media manipulation. Deep fakes can have significant
consequences, such as damaging reputations or spreading misinformation.

Digital forensics refers to the process of collecting, analyzing, and preserving digital evidence, often used in
cyber crime investigations and incident response. Related terms include digital investigation, digital
evidence, and computer forensics. Digital forensics can help to identify and prosecute cyber criminals, as
well as to recover from cyber attacks.

Digital literacy refers to the skills and knowledge needed to effectively use and navigate digital
technologies, including computers, smartphones, and the internet. Related terms include digital skills, digital
competence, and media literacy. Digital literacy is critical for participating in the digital economy and for
accessing information and services online.

Disinformation refers to false or misleading information that is spread intentionally, often to deceive or
manipulate people, and can be used to influence public opinion or shape political discourse. Related terms
include misinformation, propaganda, and fake news. Disinformation can have significant consequences,
such as damaging reputations or undermining trust in institutions.

Geopolitical counter-narratives refer to strategic communication approaches that aim to challenge or
counter dominant or misleading narratives, often used in international relations and global politics. Related
terms include narrative design, storytelling, and communication strategy. Geopolitical counter-narratives
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can be used to promote critical thinking and challenge misinformation.

Hybrid threats refer to complex and dynamic threats that combine different types of attacks, such as cyber
attacks, disinformation campaigns, and physical attacks. Related terms include asymmetric warfare, non-
linear warfare, and unconventional warfare. Hybrid threats can be used to achieve strategic objectives, such
as disrupting critical infrastructure or influencing public opinion.

Information operations refer to strategic communication approaches that aim to influence or shape public
opinion, often used in military and intelligence contexts. Related terms include psychological operations,
electronic warfare, and cyber operations. Information operations can be used to promote national interests
or achieve strategic objectives.

Intelligence analysis refers to the process of analyzing and interpreting intelligence data to gain insights and
make informed decisions, often used in national security and law enforcement contexts. Related terms
include intelligence gathering, threat assessment, and risk management. Intelligence analysis can help to
identify and mitigate threats, as well as to inform strategic decision-making.

IoT security refers to the practices and technologies used to protect Internet of Things (IoT) devices and
networks from cyber threats, such as hacking, malware, and phishing. Related terms include device security,
network security, and data protection. IoT security is critical for protecting individuals and organizations
from cyber attacks and data breaches.

Malware refers to malicious software that is designed to harm or exploit computer systems, networks, or
sensitive information, often used in cyber attacks and hacking campaigns. Related terms include viruses,
worms, and trojans. Malware can be used to steal sensitive information, disrupt operations, or conduct
cyber espionage.

Media literacy refers to the skills and knowledge needed to effectively understand and navigate media
content, including print, broadcast, and digital media. Related terms include critical thinking, media
criticism, and information literacy. Media literacy is critical for making informed decisions and navigating the
information landscape.

Narrative design refers to the process of creating and shaping stories and narratives to achieve strategic
objectives, often used in communication and marketing contexts. Related terms include storytelling, content
creation, and message development. Narrative design can be used to promote brand awareness, shape
public opinion, or influence behavior.

Network security refers to the practices and technologies used to protect computer networks from cyber
threats, such as hacking, malware, and phishing. Related terms include firewalls, intrusion detection, and
encryption. Network security is critical for protecting individuals and organizations from cyber attacks and
data breaches.

Phishing refers to a type of cyber attack that involves tricking or deceiving people into revealing sensitive
information, such as passwords or financial information. Related terms include social engineering, spam,
and scams. Phishing can be used to steal sensitive information, disrupt operations, or conduct cyber
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espionage.

Propaganda refers to biased or misleading information that is spread to influence public opinion or shape
political discourse, often used in disinformation and counter-narrative campaigns. Related terms include
disinformation, misinformation, and fake news. Propaganda can have significant consequences, such as
damaging reputations or undermining trust in institutions.

Psychological operations refer to strategic communication approaches that aim to influence or shape public
opinion, often used in military and intelligence contexts. Related terms include information operations,
electronic warfare, and cyber operations. Psychological operations can be used to promote national
interests or achieve strategic objectives.

Social engineering refers to the use of psychological manipulation to trick or deceive people into revealing
sensitive information or performing certain actions. Related terms include phishing, scams, and  pretexting.
Social engineering can be used to steal sensitive information, disrupt operations, or conduct cyber
espionage.

Strategic communication refers to the process of planning, creating, and delivering messages to achieve
strategic objectives, often used in marketing, public relations, and diplomacy contexts. Related terms
include message development, content creation, and narrative design. Strategic communication can be
used to promote brand awareness, shape public opinion, or influence behavior.

Strategic Counter-Narrative Design refers to the process of creating and shaping counter-narratives to
challenge or counter dominant or misleading narratives, often used in disinformation and propaganda
campaigns. Related terms include narrative design, storytelling, and communication strategy. Strategic
Counter-Narrative Design can be used to promote critical thinking and challenge misinformation.

Threat assessment refers to the process of identifying, analyzing, and prioritizing threats to national security,
public safety, or organizational interests. Related terms include risk management, vulnerability assessment,
and incident response. Threat assessment can help to identify and mitigate threats, as well as to inform
strategic decision-making.

Vulnerability assessment refers to the process of identifying, analyzing, and prioritizing vulnerabilities in
computer systems, networks, or infrastructures. Related terms include penetration testing, security auditing,
and compliance assessment. Vulnerability assessment can help to identify and mitigate vulnerabilities, as
well as to inform strategic decision-making.

Web intelligence refers to the process of gathering, analyzing, and interpreting information from the
internet and other online sources, often used in intelligence and security contexts. Related terms include
open-source intelligence, social media intelligence, and cyber intelligence. Web intelligence can be used to
inform strategic decision-making, identify threats, and monitor trends and patterns.
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