
G LO S S A RY

Postgraduate Certificate in Strategic Deception and Counterdeception

Deception Tactics And Techniques

Abduction refers to the process of forming an explanatory hypothesis and is a key concept in critical
thinking and deception tactics, where an individual uses incomplete information to make an educated
guess. It involves making an educated guess based on the available data and is often used in intelligence
gathering and analysis. Abduction is a crucial aspect of strategic deception as it allows individuals to make
informed decisions in the face of uncertainty. For example, in a military context, abduction can be used to
infer the location of an enemy unit based on incomplete intelligence reports.

Activity-Based Intelligence (ABI) is a type of intelligence gathering that focuses on analyzing patterns of
activity to understand the behavior and intentions of an adversary. ABI involves collecting and analyzing
large amounts of data on an adversary's activities, such as communications patterns, movement patterns,
and other behavioral indicators. This type of intelligence is particularly useful in identifying deception
tactics, as it can help analysts to identify inconsistencies in an adversary's behavior. For instance, ABI can be
used to analyze an adversary's communication patterns to identify potential deception tactics, such as
disinformation campaigns.

Adversary is an individual or organization that is opposed to another individual or organization, often in a
competitive or conflict context. In the context of deception tactics, an adversary is an individual or
organization that is attempting to deceive or manipulate another individual or organization. Understanding
the motivations and goals of an adversary is crucial in developing effective counterdeception strategies. For
example, in a business context, an adversary may be a competitor company that is attempting to steal trade
secrets through espionage.

Ambiguity refers to the state of being unclear or open to multiple interpretations. In the context of
deception tactics, ambiguity can be used to create confusion or uncertainty in an adversary, making it more
difficult for them to understand the true intentions or goals of an individual or organization. Ambiguity can
be created through the use of vague language, misleading information, or inconsistent behavior. For
instance, a company may use ambiguous language in their marketing materials to create confusion among
their competitors.

Anomaly Detection refers to the process of identifying patterns or behaviors that are unusual or
inconsistent with expected norms. In the context of deception tactics, anomaly detection can be used to
identify potential deception attempts, such as insider threats or cyber attacks. Anomaly detection involves
analyzing large amounts of data to identify patterns or behaviors that are outside the norm. For example, in
a cybersecurity context, anomaly detection can be used to identify malicious activity on a network, such as
unusual login attempts or suspicious data transfers.

Anti-Deception refers to the process of detecting and countering deception tactics. Anti-deception involves
using various techniques and strategies to identify and neutralize deception attempts, such as fact-
checking, source verification, and behavioral analysis. Anti-deception is a crucial aspect of strategic
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deception and counterdeception, as it allows individuals and organizations to protect themselves against
deception attempts. For instance, in a business context, anti-deception can be used to detect and prevent
intellectual property theft through espionage.

Authentication refers to the process of verifying the identity or authenticity of an individual, organization, or
information source. In the context of deception tactics, authentication is crucial in verifying the credibility of
information sources and identifying potential deception attempts. Authentication involves using various
techniques, such as biometric analysis, document verification, and background checks. For example, in a
cybersecurity context, authentication can be used to verify the identity of users and prevent unauthorized
access to sensitive information.

Behavioral Analysis refers to the process of analyzing an individual's or organization's behavior to
understand their motivations, intentions, and goals. In the context of deception tactics, behavioral analysis
can be used to identify potential deception attempts, such as insider threats or cyber attacks. Behavioral
analysis involves analyzing patterns of behavior, such as communication patterns, movement patterns, and
other behavioral indicators. For instance, in a law enforcement context, behavioral analysis can be used to
identify suspicious behavior and prevent criminal activity.

Camouflage refers to the act of disguising or concealing one's true identity, intentions, or goals. In the
context of deception tactics, camouflage can be used to create confusion or uncertainty in an adversary,
making it more difficult for them to understand the true motivations or objectives of an individual or
organization. Camouflage can be achieved through the use of disguises, deception tactics, or misdirection.
For example, in a military context, camouflage can be used to conceal the location of troops or equipment.

Cognitive Bias refers to the systematic errors in thinking and decision-making that result from the way the
brain processes information. In the context of deception tactics, cognitive bias can be used to create
confusion or uncertainty in an adversary, making it more difficult for them to understand the true intentions
or goals of an individual or organization. Cognitive bias can be exploited through the use of psychological
manipulation, misinformation, or propaganda. For instance, in a political context, cognitive bias can be used
to influence public opinion through biased media coverage.

Concealment refers to the act of hiding or disguising information, activities, or intentions from an adversary.
In the context of deception tactics, concealment can be used to create confusion or uncertainty in an
adversary, making it more difficult for them to understand the true motivations or objectives of an
individual or organization. Concealment can be achieved through the use of encryption, secure
communication channels, or stealthy behavior. For example, in a business context, concealment can be used
to protect trade secrets from competitors.

Counterdeception refers to the process of detecting and countering deception tactics. Counterdeception
involves using various techniques and strategies to identify and neutralize deception attempts, such as fact-
checking, source verification, and behavioral analysis. Counterdeception is a crucial aspect of strategic
deception and counterdeception, as it allows individuals and organizations to protect themselves against
deception attempts. For instance, in a cybersecurity context, counterdeception can be used to detect and
prevent cyber attacks through anomaly detection and incident response.
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Counterintelligence refers to the process of gathering information about an adversary's intelligence
gathering capabilities and countermeasures. In the context of deception tactics, counterintelligence can be
used to identify and counter an adversary's deception attempts, such as espionage or sabotage.
Counterintelligence involves using various techniques, such as human intelligence, signals intelligence, and
open-source intelligence. For example, in a military context, counterintelligence can be used to identify and
counter an adversary's intelligence gathering capabilities, such as spy satellites or human spies.

Cryptology refers to the study of codes and cryptography, which involves the use of algorithms and
protocols to secure information. In the context of deception tactics, cryptology can be used to create secure
communication channels and protect information from unauthorized access. Cryptology involves using
various techniques, such as encryption, decryption, and cryptanalysis. For instance, in a financial context,
cryptology can be used to secure financial transactions and protect sensitive information from cyber threats.

Cyber Deception refers to the use of deception tactics in cyberspace, such as phishing attacks, malware
attacks, or denial-of-service attacks. Cyber deception involves using various techniques, such as social
engineering, exploiting vulnerabilities, and misdirection, to create confusion or uncertainty in an adversary.
Cyber deception is a crucial aspect of strategic deception and counterdeception, as it allows individuals and
organizations to protect themselves against cyber threats. For example, in a cybersecurity context, cyber
deception can be used to detect and prevent cyber attacks through anomaly detection and incident
response.

Deception refers to the act of intentionally misleading or deceiving an adversary, often through the use of
misinformation, disinformation, or propaganda. Deception can be used to create confusion or uncertainty in
an adversary, making it more difficult for them to understand the true intentions or goals of an individual or
organization. Deception involves using various techniques, such as psychological manipulation, social
engineering, and misdirection. For instance, in a military context, deception can be used to create confusion
among enemy forces, making it more difficult for them to understand the true intentions or objectives of a
military operation.

Deception Tactics refer to the specific techniques and strategies used to deceive an adversary, such as
disinformation campaigns, propaganda efforts, or psychological manipulation. Deception tactics involve
using various techniques, such as misdirection, camouflage, and concealment, to create confusion or
uncertainty in an adversary. Deception tactics are a crucial aspect of strategic deception and
counterdeception, as they allow individuals and organizations to protect themselves against deception
attempts. For example, in a business context, deception tactics can be used to protect trade secrets from
competitors through espionage.

Denial and Deception (D&D) refers to the use of deception tactics to deny an adversary access to
information or resources. D&D involves using various techniques, such as concealment, camouflage, and
misdirection, to create confusion or uncertainty in an adversary. D&D is a crucial aspect of strategic
deception and counterdeception, as it allows individuals and organizations to protect themselves against
deception attempts. For instance, in a military context, D&D can be used to deny an enemy access to critical
infrastructure or sensitive information.
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Disinformation refers to the act of spreading false or misleading information to deceive an adversary.
Disinformation can be used to create confusion or uncertainty in an adversary, making it more difficult for
them to understand the true intentions or goals of an individual or organization. Disinformation involves
using various techniques, such as propaganda, psychological manipulation, and social engineering. For
example, in a political context, disinformation can be used to influence public opinion through biased media
coverage.

Electronic Warfare (EW) refers to the use of electronic systems to disrupt or disable an adversary's
communication or navigation systems. EW involves using various techniques, such as jamming, spoofing,
and sensing, to create confusion or uncertainty in an adversary. EW is a crucial aspect of strategic deception
and counterdeception, as it allows individuals and organizations to protect themselves against electronic
threats. For instance, in a military context, EW can be used to disrupt an enemy's communication systems,
making it more difficult for them to coordinate their forces.

Encryption refers to the process of converting information into a code to protect it from unauthorized
access. Encryption involves using various techniques, such as algorithms and protocols, to secure
information. Encryption is a crucial aspect of strategic deception and counterdeception, as it allows
individuals and organizations to protect themselves against cyber threats. For example, in a financial
context, encryption can be used to secure financial transactions and protect sensitive information from
cyber threats.

Espionage refers to the act of gathering information about an adversary through covert or clandestine
means, such as spying or sabotage. Espionage involves using various techniques, such as human
intelligence, signals intelligence, and open-source intelligence, to gather information about an adversary.
Espionage is a crucial aspect of strategic deception and counterdeception, as it allows individuals and
organizations to gather information about an adversary's capabilities and intentions. For instance, in a
business context, espionage can be used to gather information about a competitor company's trade secrets
or business strategies.

False Flag Operation refers to a deception tactic in which an individual or organization pretends to be
something they are not, often to create confusion or uncertainty in an adversary. False flag operations
involve using various techniques, such as disguises, deception tactics, or misdirection, to create a false
impression of an individual's or organization's identity or intentions. False flag operations are a crucial
aspect of strategic deception and counterdeception, as they allow individuals and organizations to protect
themselves against deception attempts. For example, in a military context, false flag operations can be used
to create confusion among enemy forces, making it more difficult for them to understand the true
intentions or objectives of a military operation.

Human Intelligence (HUMINT) refers to the gathering of information about an adversary through human
sources, such as spies, informants, or interrogation. HUMINT involves using various techniques, such as
recruitment, training, and management, to gather information about an adversary. HUMINT is a crucial
aspect of strategic deception and counterdeception, as it allows individuals and organizations to gather
information about an adversary's capabilities and intentions. For instance, in a business context, HUMINT
can be used to gather information about a competitor company's trade secrets or business strategies.
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Information Operations (IO) refers to the use of information to achieve a strategic objective, such as
influencing public opinion or disrupting an adversary's communication systems. IO involves using various
techniques, such as psychological operations, electronic warfare, and cyber operations, to create confusion
or uncertainty in an adversary. IO is a crucial aspect of strategic deception and counterdeception, as it
allows individuals and organizations to protect themselves against information threats. For example, in a
military context, IO can be used to disrupt an enemy's communication systems, making it more difficult for
them to coordinate their forces.

Intelligence refers to the gathering and analysis of information about an adversary, often to support
decision-making or strategic planning. Intelligence involves using various techniques, such as human
intelligence, signals intelligence, and open-source intelligence, to gather information about an adversary.
Intelligence is a crucial aspect of strategic deception and counterdeception, as it allows individuals and
organizations to gather information about an adversary's capabilities and intentions. For instance, in a
business context, intelligence can be used to gather information about a competitor company's trade
secrets or business strategies.

Misdirection refers to the act of distracting or diverting an adversary's attention away from the true
intentions or goals of an individual or organization. Misdirection involves using various techniques, such as
deception tactics, propaganda, or psychological manipulation, to create confusion or uncertainty in an
adversary. Misdirection is a crucial aspect of strategic deception and counterdeception, as it allows
individuals and organizations to protect themselves against deception attempts. For example, in a military
context, misdirection can be used to create confusion among enemy forces, making it more difficult for
them to understand the true intentions or objectives of a military operation.

Open-Source Intelligence (OSINT) refers to the gathering of information from publicly available sources,
such as social media, news outlets, or public records. OSINT involves using various techniques, such as
search engines, social media monitoring, and public records searches, to gather information about an
adversary. OSINT is a crucial aspect of strategic deception and counterdeception, as it allows individuals and
organizations to gather information about an adversary's capabilities and intentions. For instance, in a
business context, OSINT can be used to gather information about a competitor company's trade secrets or
business strategies.

Operations Security (OPSEC) refers to the process of protecting information about an individual's or
organization's operations or activities from an adversary. OPSEC involves using various techniques, such as
classification, encryption, and access control, to protect information about an individual's or organization's
operations or activities. OPSEC is a crucial aspect of strategic deception and counterdeception, as it allows
individuals and organizations to protect themselves against deception attempts. For example, in a military
context, OPSEC can be used to protect information about a military operation from an enemy, making it
more difficult for them to understand the true intentions or objectives of the operation.

Psychological Operations (PSYOP) refers to the use of psychological techniques to influence an adversary's
thoughts, feelings, or behaviors. PSYOP involves using various techniques, such as propaganda,
disinformation, or psychological manipulation, to create confusion or uncertainty in an adversary. PSYOP is
a crucial aspect of strategic deception and counterdeception, as it allows individuals and organizations to
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protect themselves against psychological threats. For instance, in a military context, PSYOP can be used to
influence an enemy's morale or will to fight, making it more difficult for them to coordinate their forces.

Social Engineering refers to the act of manipulating individuals into divulging confidential information or
performing certain actions that can compromise an individual's or organization's security. Social
engineering involves using various techniques, such as phishing, pretexting, or baiting, to create confusion
or uncertainty in an adversary. Social engineering is a crucial aspect of strategic deception and
counterdeception, as it allows individuals and organizations to protect themselves against social
engineering threats. For example, in a cybersecurity context, social engineering can be used to trick
individuals into divulging their login credentials or sensitive information.

Signals Intelligence (SIGINT) refers to the gathering of information from signal intercepts, such as
communications or radar signals. SIGINT involves using various techniques, such as interception, decryption,
and analysis, to gather information about an adversary. SIGINT is a crucial aspect of strategic deception and
counterdeception, as it allows individuals and organizations to gather information about an adversary's
capabilities and intentions. For instance, in a military context, SIGINT can be used to gather information
about an enemy's communication systems, making it more difficult for them to coordinate their forces.

Strategic Deception refers to the use of deception tactics to achieve a strategic objective, such as
influencing public opinion or disrupting an adversary's communication systems. Strategic deception
involves using various techniques, such as disinformation, propaganda, or psychological manipulation, to
create confusion or uncertainty in an adversary. Strategic deception is a crucial aspect of deception and
counterdeception, as it allows individuals and organizations to protect themselves against deception
attempts. For example, in a military context, strategic deception can be used to create confusion among
enemy forces, making it more difficult for them to understand the true intentions or objectives of a military
operation.

Tactical Deception refers to the use of deception tactics to achieve a tactical objective, such as gaining a
strategic advantage or disrupting an adversary's operations. Tactical deception involves using various
techniques, such as misdirection, camouflage, or concealment, to create confusion or uncertainty in an
adversary. Tactical deception is a crucial aspect of deception and counterdeception, as it allows individuals
and organizations to protect themselves against deception attempts. For instance, in a military context,
tactical deception can be used to create confusion among enemy forces, making it more difficult for them
to understand the true intentions or objectives of a military operation.

Threat Intelligence refers to the gathering and analysis of information about potential threats to an
individual's or organization's security. Threat intelligence involves using various techniques, such as human
intelligence, signals intelligence, and open-source intelligence, to gather information about potential
threats. Threat intelligence is a crucial aspect of strategic deception and counterdeception, as it allows
individuals and organizations to protect themselves against threats. For example, in a cybersecurity context,
threat intelligence can be used to gather information about potential cyber threats, such as malware or
phishing attacks.

Trade Craft refers to the skills and techniques used by intelligence professionals to gather and analyze
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information about an adversary. Trade craft involves using various techniques, such as human intelligence,
signals intelligence, and open-source intelligence, to gather information about an adversary. Trade craft is a
crucial aspect of strategic deception and counterdeception, as it allows individuals and organizations to
gather information about an adversary's capabilities and intentions. For instance, in a business context,
trade craft can be used to gather information about a competitor company's trade secrets or business
strategies.

Read online: https://learnuni.com/glossaries/22962688/deception-
tactics-and-techniques

LearnUNI · 22 Jul 2026


