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Professional Certificate in Clinical Risk Management

Root Cause Analysis Techniques

A

5 Whys – A simple iterative questioning technique that probes deeper into the cause‑and‑effect chain by
asking “why?” Up to five times. Related terms: Root cause, causal chain. Example: A medication error occurs;
asking why reveals that the electronic prescribing alert was disabled, leading to the discovery that the alert
configuration had not been updated after a system upgrade. Challenge: May stop at superficial causes if not
rigorously applied.

Action Plan – A documented set of steps, responsibilities, and timelines designed to address identified root
causes and prevent recurrence. Related terms: Corrective action, preventive action. Example: After a surgical
site infection investigation, the action plan includes revising skin‑prep protocols, retraining staff, and
auditing compliance weekly. Challenge: Ensuring follow‑through and measuring effectiveness.

Affinity Diagram – A visual tool used to organize large numbers of ideas or findings into natural groupings
based on similarity. Related terms: Brainstorming, thematic analysis. Example: During a post‑incident review,
staff generate many observations; these are clustered into categories such as “communication breakdown,”
“equipment failure,” and “process gaps.” Challenge: Requires facilitation to prevent bias in grouping.

Analysis of Variance (ANOVA) – A statistical method that compares means across multiple groups to
determine if differences are statistically significant, often used to assess process variation. Related terms:
Hypothesis testing, statistical process control. Example: Comparing infection rates across three wards to see
if one has a significantly higher rate. Challenge: Requires sufficient sample size and assumptions of
normality.

B

Barrier Analysis – An approach that identifies protective barriers that failed or were absent, focusing on why
safeguards did not prevent an adverse event. Related terms: Swiss Cheese Model, failure mode. Example: In
a medication overdose, barrier analysis may reveal that the double‑check procedure was omitted and the
computerized order entry lacked dose limits. Challenge: Distinguishing between active failures and latent
systemic weaknesses.

Bowtie Analysis – A diagrammatic technique that visualizes the pathways from a hazard to its potential
outcomes, showing preventive controls on the left side and mitigative controls on the right. Related terms:
Hazard analysis, risk matrix. Example: For a central line-associated bloodstream infection, the bowtie
displays aseptic insertion as a preventive barrier and early antimicrobial therapy as a mitigative barrier.
Challenge: Can become overly complex if too many pathways are added.

Brainstorming – A group creativity method used early in RCA to generate a wide range of possible causes
without immediate judgment. Related terms: Affinity diagram, fishbone diagram. Example: A
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multidisciplinary team lists all factors that could have contributed to a patient fall, from lighting to footwear.
Challenge: Dominant personalities may steer the discussion; facilitator must ensure equal participation.

C

Cause‑Effect Diagram – Also known as the fishbone or Ishikawa diagram; it structures potential causes into
major categories (e.G., People, Process, Equipment, Environment) radiating from the problem statement.
Related terms: Root cause, brainstorming. Example: For a medication administration error, the diagram
might show categories such as “Training,” “Labeling,” “Workflow,” and “Technology.” Challenge: Can become
unwieldy without clear categorization criteria.

Change Management – The systematic approach to transitioning individuals, teams, and organizations from
a current state to a desired future state after RCA findings are implemented. Related terms: Action plan,
stakeholder engagement. Example: Introducing a new barcode scanning system after identifying manual
transcription errors. Challenge: Resistance to change and inadequate communication can undermine
adoption.

Corrective Action – A specific measure taken to eliminate the identified root cause and address the
immediate problem. Related terms: Preventive action, remediation. Example: Re‑training staff on proper
infusion pump programming after a dosing error is traced to incorrect settings. Challenge: Ensuring that
corrective actions are not merely superficial fixes.

D

Data Triangulation – The use of multiple data sources or methods (e.G., Interviews, document review, direct
observation) to corroborate findings and increase confidence in root cause identification. Related terms:
Mixed methods, verification. Example: Combining incident reports, electronic health record logs, and staff
interviews to understand a delayed diagnosis. Challenge: Time‑consuming and may reveal conflicting
evidence that needs reconciliation.

Delphi Technique – A structured, iterative survey method that gathers expert consensus on probable causes
when direct observation is limited. Related terms: Expert panel, consensus building. Example: Engaging a
panel of infection control specialists to rank likely contributors to a rare pathogen outbreak. Challenge:
Attrition of participants and potential bias toward majority opinion.

Diagrammatic RCA – Any visual representation (fishbone, flowchart, bowtie) used to map out
cause‑and‑effect relationships, aiding comprehension and communication. Related terms: Visual analytics,
process mapping. Example: A flowchart depicting the sequence of steps from order entry to medication
administration, highlighting where a verification step was missed. Challenge: Oversimplification may hide
complex interdependencies.

E

Event Tree Analysis (ETA) – A forward‑looking, logical diagram that starts with an initiating event and
branches out to possible outcomes based on success or failure of controls. Related terms: Fault tree
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analysis, scenario analysis. Example: Starting with a power outage, the tree shows outcomes such as
“ventilator continues operating” (if backup power works) versus “patient requires emergency transfer” (if
backup fails). Challenge: Requires accurate probability estimates for each branch.

Failure Mode and Effects Analysis (FMEA) – A proactive, systematic technique that evaluates potential failure
modes of a process, their effects, and assigns risk priority numbers (RPN) based on severity, occurrence, and
detectability. Related terms: Risk assessment, preventive RCA. Example: Analyzing a medication dispensing
workflow to identify that a mislabeled vial could lead to a severe adverse event, assigning a high RPN, and
prompting redesign. Challenge: Subjective scoring can affect prioritization.

Fishbone Diagram – See Cause‑Effect Diagram; the term emphasizes the visual similarity to a fish skeleton.
Related terms: Ishikawa diagram, root cause mapping. Example: Using the “5 Ms” (Man, Machine, Method,
Materials, Mother nature) to explore causes of a surgical instrument count discrepancy. Challenge: May lead
to “listing” rather than deep analysis if categories are not interrogated.

F

Focused RCA – A streamlined root cause analysis applied to low‑severity incidents where a full‑scale
investigation would be disproportionate. Related terms: Rapid RCA, proportionality. Example: An isolated
medication near‑miss is examined using a concise fishbone and 5‑Whys, leading to a quick process tweak.
Challenge: Risk of missing systemic issues if the scope is too narrow.

Human Factors Engineering (HFE) – The discipline that studies how people interact with systems,
equipment, and environments, informing RCA by highlighting design‑related contributors. Related terms:
Ergonomics, systems thinking. Example: An infusion pump alarm is missed because the visual display is
placed behind a monitor; HFE analysis recommends relocating the alarm. Challenge: Integrating HFE
insights into existing clinical workflows.

Hyperlink Analysis – A digital forensics method that examines electronic health record (EHR) audit trails to
identify who accessed, edited, or transferred patient information during an incident. Related terms: Log
review, data mining. Example: Tracing the sequence of order entries that led to a duplicate medication
order. Challenge: Large data volumes and privacy considerations.

G

Gap Analysis – The comparison of current performance or processes against best‑practice standards or
regulatory requirements to identify deficiencies. Related terms: Benchmarking, compliance audit. Example:
Comparing the institution’s hand hygiene compliance rate to the WHO target to pinpoint gaps. Challenge:
May reveal numerous gaps; prioritization is essential.

Go/No‑Go Decision – A checkpoint in the RCA process where the team decides whether sufficient evidence
exists to proceed to deeper analysis or whether the investigation should be closed. Related terms: Escalation
criteria, decision gate. Example: After initial data review, the team determines that the event was a
single‑patient incident with no systemic relevance, opting for a “no‑go.” Challenge: Balancing thoroughness
with resource constraints.
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H

Hazard Identification – The systematic process of recognizing potential sources of harm before they cause
an incident, forming the basis for proactive RCA methods like FMEA. Related terms: Risk assessment, safety
culture. Example: Identifying that a particular drug’s look‑alike packaging poses a risk for administration
errors. Challenge: Requires vigilance and cross‑disciplinary input.

Hybrid RCA – An approach that combines elements of both reactive (post‑incident) and proactive
(pre‑incident) analyses to create a continuous improvement loop. Related terms: Integrated safety
management, learning health system. Example: Using findings from a recent fall investigation to update the
FMEA of the patient transport process. Challenge: Coordination across departments and data integration.

I

Incident Timeline – A chronological reconstruction of events, actions, and communications leading up to,
during, and after an adverse event. Related terms: Chronology, event sequencing. Example: Mapping the
exact minutes from order entry to drug administration for a chemotherapy error. Challenge: Gaps in
documentation can create uncertainty.

Iterative RCA – The practice of revisiting root cause analysis as new information emerges, refining
conclusions and actions over multiple cycles. Related terms: Continuous improvement, learning loop.
Example: After implementing a new check‑list, a subsequent near‑miss prompts a second RCA to adjust the
list. Challenge: Maintaining momentum and avoiding analysis fatigue.

J

Joint Commission Sentinel Event Standard – A set of requirements that mandates a root cause analysis for
specific high‑impact events, such as wrong‑site surgery. Related terms: Accreditation, compliance. Example:
Conducting an RCA after a sentinel event to satisfy Joint Commission expectations. Challenge: Meeting
reporting deadlines while ensuring depth of analysis.

K

Key Driver Diagram – A visual tool that links strategic aims to primary drivers and specific interventions,
useful for translating RCA findings into measurable improvement plans. Related terms: Logic model, theory
of change. Example: From an RCA that identified communication gaps, the diagram shows “standardized
handoff protocol” as a driver, with associated interventions like SBAR training. Challenge: Keeping the
diagram aligned with evolving data.

L

Latent Conditions – Underlying system weaknesses that predispose an organization to active failures, such
as poor staffing ratios or outdated policies. Related terms: Swiss Cheese Model, systemic risk. Example: A
medication error traced to a hidden shortage of pharmacy technicians leading to rushed verification.
Challenge: Uncovering latent conditions often requires cultural openness.
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Learning Health System (LHS) – An ecosystem where data from routine care continuously feed back into
practice improvement, including RCA cycles. Related terms: Real‑time analytics, evidence‑based practice.
Example: An LHS automatically flags abnormal lab trends, prompting early RCA to prevent downstream
harm. Challenge: Integrating disparate data sources while preserving patient privacy.

Logbook Review – Examination of device or equipment usage logs to detect anomalies that may have
contributed to an incident. Related terms: Audit trail, forensic analysis. Example: Reviewing ventilator logs to
determine if alarm thresholds were set correctly during a respiratory failure event. Challenge: Logs may be
incomplete or lack timestamps.

M

Management of Change (MoC) – A formal process that assesses the impact of any alteration to processes,
equipment, or personnel, ensuring that new risks are identified before implementation. Related terms:
Change control, risk assessment. Example: Before introducing a new electronic prescribing module, MoC
evaluates potential workflow disruptions. Challenge: Balancing thorough review with operational agility.

Matrix Diagram – A tabular tool that cross‑references causes and effects, helping to prioritize which root
causes have the greatest impact on multiple outcomes. Related terms: Cause‑effect matrix, prioritization
grid. Example: Mapping identified causes of medication errors against outcomes such as patient harm, cost,
and regulatory breach. Challenge: Requires accurate weighting of relationships.

Medication Reconciliation – The process of creating an accurate list of a patient’s medications, used as both
a preventive barrier and a focal point for RCA when discrepancies lead to adverse events. Related terms:
Handoff, continuity of care. Example: An RCA reveals that failure to reconcile home meds caused a duplicate
anticoagulant dose. Challenge: Ensuring consistency across care settings.

N

Near‑Miss – An event that could have resulted in harm but was intercepted before reaching the patient.
Near‑misses are valuable RCA inputs for proactive risk mitigation. Related terms: Sentinel event, safety
culture. Example: A pharmacist catches a dosing error during verification; RCA explores why the error
occurred and how the catch happened. Challenge: Encouraging reporting without fear of blame.

Network Analysis – Application of graph theory to map relationships among individuals, departments, or
processes, identifying central nodes that may propagate risk. Related terms: Sociogram, communication
flow. Example: Visualizing handoff pathways to spot a department that frequently serves as a bottleneck for
information transfer. Challenge: Data collection can be intrusive and complex.

O

Observation Study – Direct, systematic watching of clinical workflows to capture real‑time behaviors,
environmental factors, and deviations that may not be recorded elsewhere. Related terms: Ethnography,
time‑motion study. Example: Observers note that nurses frequently multitask during medication
administration, increasing error risk. Challenge: Observer presence may alter behavior (Hawthorne effect).
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Organizational Culture Assessment – Evaluation of shared values, beliefs, and attitudes toward safety, which
influences the success of RCA implementation and follow‑up actions. Related terms: Safety climate,
leadership engagement. Example: Survey results reveal low confidence in reporting errors, prompting
cultural interventions. Challenge: Culture change is slow and requires sustained effort.

P

Pareto Principle (80/20 Rule) – The observation that a majority of problems are often caused by a minority
of causes; used in RCA to focus on high‑impact factors. Related terms: Pareto chart, prioritization. Example:
80% Of medication errors stem from 20% of drug classes; RCA concentrates on those high‑risk medications.
Challenge: Oversimplification may overlook emerging risks.

Process Mapping – Visual representation of each step in a clinical workflow, highlighting decision points,
handoffs, and potential failure points. Related terms: Flowchart, value stream map. Example: Mapping the
discharge process uncovers a missing step for medication counseling, identified as a root cause of
readmission. Challenge: Maps can become overly detailed, obscuring key insights.

Probabilistic Risk Assessment (PRA) – Quantitative technique that estimates the likelihood and impact of
potential failures, often using fault trees and event trees. Related terms: Bayesian analysis, Monte Carlo
simulation. Example: PRA calculates a 0.02% Probability of a catastrophic infusion pump failure, guiding
mitigation investment. Challenge: Requires robust data and specialized expertise.

Q

Qualitative Content Analysis – Systematic coding and interpretation of non‑numeric data (e.G., Interview
transcripts) to identify themes relevant to root causes. Related terms: Thematic analysis, narrative inquiry.
Example: Analyzing staff narratives after a patient fall reveals recurring themes of inadequate lighting and
rushed rounds. Challenge: Researcher bias can influence theme extraction.

R

Root Cause – The fundamental underlying factor that, if eliminated, prevents recurrence of the adverse
event. Related terms: Primary cause, systemic factor. Example: The root cause of a surgical count
discrepancy is the lack of a standardized counting protocol. Challenge: Distinguishing root causes from
contributing factors requires disciplined inquiry.

Root Cause Analysis (RCA) – A structured investigative methodology used to uncover the underlying
reasons for an adverse event, focusing on system‑level factors rather than individual blame. Related terms:
Incident investigation, corrective action. Example: An RCA of a medication error employs 5‑Whys, fishbone
diagram, and stakeholder interviews to develop a comprehensive action plan. Challenge: Resource intensity
and potential for superficial conclusions if not properly scoped.

Risk Matrix – A two‑dimensional chart that plots the severity of potential harm against likelihood, aiding
prioritization of identified root causes. Related terms: Heat map, risk assessment. Example: A cause rated
“high severity, medium likelihood” is prioritized over “low severity, low likelihood.” Challenge: Subjective
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placement can affect resource allocation.

Reliability Centered Maintenance (RCM) – A strategy originally from engineering applied to clinical
equipment, focusing on maintaining functions that are critical to safety. Related terms: Preventive
maintenance, failure mode analysis. Example: Applying RCM to infusion pumps to schedule preventive
checks on alarm functionality. Challenge: Translating engineering concepts to clinical contexts.

S

Systemic Factors – Elements of the broader healthcare system (policy, structure, culture, resources) that
influence the occurrence of errors. Related terms: Latent conditions, organizational culture. Example:
Hospital staffing policies that limit nurse‑to‑patient ratios contribute to fatigue‑related errors. Challenge:
Addressing systemic factors often requires leadership commitment and policy change.

Swiss Cheese Model – Conceptual model illustrating how multiple layers of defense (each represented as a
slice of cheese) have holes; an error occurs when holes align, allowing a hazard to pass through. Related
terms: Barrier analysis, latent conditions. Example: A medication error passes through gaps in prescribing
software, pharmacy verification, and bedside double‑check. Challenge: Visual metaphor may oversimplify
complex interactions.

Synthetic RCA – Integration of multiple analytic techniques (e.G., FMEA, fault tree, fishbone) into a single
cohesive investigation to capture both prospective and retrospective insights. Related terms: Hybrid RCA,
integrated analysis. Example: Combining FMEA of a new device with a post‑incident fault tree after a
malfunction. Challenge: Coordinating diverse methodologies and ensuring consistent terminology.

T

Taguchi Method – A statistical approach that emphasizes robust design and variability reduction, sometimes
applied in RCA to identify factors that minimize error likelihood. Related terms: Design of experiments,
quality engineering. Example: Using Taguchi orthogonal arrays to test different label designs for error
reduction. Challenge: Requires expertise in experimental design.

Temporal Analysis – Examination of the timing and sequence of events to identify delays, overlaps, or gaps
that contributed to an incident. Related terms: Incident timeline, time‑motion study. Example: Determining
that a 15‑minute delay in lab result communication led to delayed treatment. Challenge: Precise timestamps
may be unavailable.

Threat and Error Management (TEM) – Framework that focuses on identifying threats (external factors) and
errors (human actions) and how they interact to produce adverse outcomes. Related terms: Human factors,
safety culture. Example: In a peri‑operative RCA, threats such as equipment malfunction combine with a
latent error of inadequate briefing. Challenge: Requires cultural acceptance of error discussion.

U

Usability Testing – Evaluation of how end‑users interact with a system or device, identifying design flaws
that may become root causes. Related terms: Human factors engineering, user‑centered design. Example:
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Testing a new EHR order entry screen reveals that dropdown menus are unintuitive, leading to selection
errors. Challenge: Translating usability findings into feasible system changes.

V

Variance Analysis – Comparison of actual performance against planned or standard performance to detect
deviations that may signal underlying causes. Related terms: Control chart, statistical process control.
Example: Noticing a spike in post‑operative infection rates prompts variance analysis to locate process drift.
Challenge: Distinguishing random variation from meaningful signals.

W

Wound Classification – A systematic categorization of wound types used in RCA to assess infection risk and
identify procedural gaps. Related terms: Surgical site infection, risk stratification. Example: An RCA finds that
contaminated wound classification was incorrectly documented, leading to inadequate prophylaxis.
Challenge: Ensuring accurate classification across providers.

Why‑Tree – A hierarchical diagram that expands each “why” answer into deeper layers, visually representing
the chain of causation discovered through the 5‑Whys technique. Example: Starting with “patient received
wrong dose,” each subsequent why leads to branches that culminate in a system‑level policy gap.
Challenge: Can become sprawling if not limited to relevant branches.

X

Cross‑Functional Review – Inclusion of representatives from multiple disciplines (nursing, pharmacy, IT,
administration) in the RCA process to capture diverse perspectives. Related terms: Multidisciplinary team,
stakeholder engagement. Example: A cross‑functional review of a falls incident includes facilities
management to address flooring issues. Challenge: Coordinating schedules and reconciling differing
terminologies.

Y

Yield Analysis – Assessment of the proportion of investigations that result in actionable, high‑impact
improvements, used to gauge RCA effectiveness. Related terms: Performance metrics, quality improvement.
Example: Of 30 RCAs conducted, 18 produced implemented changes that reduced readmission rates by
12%; the yield analysis highlights the value of thorough investigations. Challenge: Defining “actionable” and
measuring long‑term impact.

Z

Zero‑Defect Philosophy – Aspirational approach that aims for elimination of all preventable errors, driving
rigorous RCA and continuous improvement. Related terms: High reliability organization, safety perfection.
Example: A hospital adopts zero‑defect goals for medication safety, mandating comprehensive RCA for any
deviation. Challenge: May create unrealistic expectations and pressure if not balanced with realistic metrics.
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