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Certificate in Dark Web and Cyber Crime Analysis

Investigating Cyber Criminals

Cyber Criminals: Cyber criminals are individuals or groups who engage in illegal activities on the internet or
through computer systems. These criminals use technology to commit crimes such as hacking, identity
theft, fraud, and spreading malware.

Dark Web: The Dark Web is a part of the internet that is not indexed by traditional search engines. It is used
for illegal activities such as drug trafficking, weapons sales, and human trafficking. Investigating cyber
criminals on the Dark Web requires specialized tools and techniques.

Cyber Crime Analysis: Cyber crime analysis involves the investigation of digital crimes and the identification
of cyber criminals. This process includes collecting evidence, analyzing data, and tracking down
perpetrators.

Investigation Techniques: There are various techniques used in investigating cyber criminals, including
digital forensics, network analysis, and open-source intelligence gathering. These techniques help law
enforcement agencies and cybersecurity professionals gather evidence and identify suspects.

Malware: Malware is malicious software designed to disrupt, damage, or gain unauthorized access to
computer systems. Examples of malware include viruses, worms, and ransomware. Investigating cyber
criminals often involves analyzing malware to understand how they operate.

Hacking: Hacking is the unauthorized access to computer systems or networks. Hackers exploit
vulnerabilities in systems to steal data, disrupt operations, or cause damage. Investigating hackers requires
understanding their methods and motives.

Phishing: Phishing is a type of cyber attack where criminals use fraudulent emails or websites to deceive
individuals into providing sensitive information such as passwords or credit card details. Investigating
phishing attacks involves tracing the origin of the emails and identifying the perpetrators.

Identity Theft: Identity theft is the unauthorized use of someone else's personal information for fraudulent
purposes. Cyber criminals often steal identities to commit financial fraud or access restricted resources.
Investigating identity theft involves tracking down the individuals responsible and recovering stolen
information.

Ransomware: Ransomware is a type of malware that encrypts a victim's files and demands payment for their
release. Investigating ransomware attacks involves analyzing the ransomware code, tracing the Bitcoin
payments, and identifying the attackers.

Bitcoin: Bitcoin is a digital currency used in many cyber criminal activities due to its pseudonymous nature.
Investigating cyber criminals often involves tracking Bitcoin transactions to follow the money trail and
identify the individuals behind illegal activities.

Read online: https://learnuni.com/guides/3357610/investigating- LearnUNI - 29 Jun 2026
cyber-criminals



LearnUNI GUIDE

LEARNING SHOULD BE FREE

Encryption: Encryption is the process of encoding information to make it unreadable without the correct
decryption key. Cyber criminals use encryption to protect their communications and data from law
enforcement. Investigating encrypted data requires specialized tools and techniques to crack the
encryption.

Virtual Private Network (VPN): A VPN is a secure network that allows users to access the internet privately
and anonymously. Cyber criminals often use VPNs to hide their online activities and location. Investigating
cyber criminals using VPNs requires overcoming encryption and anonymity challenges.

Internet of Things (IoT): The Internet of Things refers to interconnected devices that can communicate and
share data over the internet. Cyber criminals target loT devices to launch attacks or steal sensitive
information. Investigating loT-related cyber crimes involves analyzing device communication and
vulnerabilities.

Social Engineering: Social engineering is a technique used by cyber criminals to manipulate individuals into
divulging confidential information or performing actions that compromise security. Investigating social
engineering attacks requires understanding psychological manipulation and human behavior.

Two-Factor Authentication (2FA): 2FA is a security measure that requires users to provide two forms of
identification before accessing an account or system. Cyber criminals may attempt to bypass 2FA to gain
unauthorized access. Investigating 2FA bypasses involves analyzing login attempts and identifying
suspicious activities.

Open-Source Intelligence (OSINT): OSINT is the collection and analysis of publicly available information to
gather intelligence on individuals or organizations. Investigating cyber criminals often involves using OSINT
tools to uncover online activities and connections.

Machine Learning: Machine learning is a subset of artificial intelligence that enables computers to learn
from data and make predictions without explicit programming. Investigating cyber criminals using machine
learning involves analyzing large datasets to identify patterns and detect anomalies.

Cryptocurrency: Cryptocurrency is a digital or virtual form of currency that uses cryptography for security.
Cyber criminals often use cryptocurrencies for illegal transactions due to their anonymity. Investigating
cyber criminals involving cryptocurrencies requires tracking transactions on blockchain networks.

Tor Network: The Tor Network is a system that enables anonymous communication over the internet. Cyber
criminals use the Tor Network to hide their online activities and location. Investigating cyber criminals on
the Tor Network requires overcoming anonymity and encryption challenges.

Botnet: A botnet is a network of infected computers controlled by a single entity. Cyber criminals use
botnets to launch distributed denial-of-service (DDoS) attacks or spread malware. Investigating botnets
involves analyzing network traffic and identifying command-and-control servers.

Deep Web: The Deep Web refers to internet content that is not indexed by search engines but is not
necessarily illegal. Investigating cyber criminals on the Deep Web requires distinguishing between legal and
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illegal activities and monitoring underground forums and marketplaces.

Cyber Security: Cyber security is the practice of protecting computer systems, networks, and data from
cyber attacks. Investigating cyber criminals is a crucial part of cyber security to prevent and respond to
digital threats effectively.

Incident Response: Incident response is the process of handling and mitigating cyber security incidents.
Investigating cyber criminals is essential for incident response teams to identify the source of attacks and
prevent future incidents.

Data Breach: A data breach is the unauthorized access to sensitive information such as personal data or
financial records. Investigating data breaches involves determining how the breach occurred, identifying the
data compromised, and holding cyber criminals accountable.

Cyber Espionage: Cyber espionage is the use of cyber tools and techniques to gather intelligence or
sensitive information from government agencies, corporations, or individuals. Investigating cyber espionage
involves identifying state-sponsored attackers and protecting national security interests.

Supply Chain Attacks: Supply chain attacks target third-party vendors or partners to compromise the
security of a larger organization. Investigating supply chain attacks requires tracing the attack chain back to
the initial compromise and identifying the responsible parties.

Zero-Day Vulnerability: A zero-day vulnerability is a software flaw that is unknown to the vendor and has no
available patch. Cyber criminals exploit zero-day vulnerabilities to launch targeted attacks. Investigating
zero-day vulnerabilities involves analyzing malware behavior and identifying exploit techniques.

Internet Protocol (IP) Address: An IP address is a unique numerical label assigned to each device connected
to a computer network. Cyber criminals can use IP addresses to track online activities and identify
individuals. Investigating cyber criminals often involves tracing IP addresses to locate suspects.

Decryption: Decryption is the process of converting encrypted data back into its original form using a
decryption key. Investigating encrypted communications or files requires decrypting the data to gather
evidence and uncover criminal activities.

Internet Service Provider (ISP): An ISP is a company that provides internet access to individuals and
organizations. Investigating cyber criminals may involve working with ISPs to track online activities, monitor
network traffic, and identify suspicious behavior.

End-to-End Encryption: End-to-end encryption is a method of securing communications so that only the
sender and recipient can read the messages. Investigating cyber criminals using end-to-end encryption
requires intercepting or decrypting the encrypted communications to gather evidence.

Metadata: Metadata is data that provides information about other data. Investigating cyber criminals often
involves analyzing metadata from emails, documents, or digital files to understand the context of
communications and identify relevant information.
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Firewall: A firewall is a network security system that monitors and controls incoming and outgoing network
traffic. Investigating cyber criminals may involve bypassing firewalls to gain unauthorized access to systems
or networks.

Data Mining: Data mining is the process of analyzing large datasets to discover patterns, trends, or insights.
Investigating cyber criminals involves data mining techniques to extract valuable information from digital
evidence and identify criminal behavior.

Virtual Machine: A virtual machine is a software-based emulation of a physical computer that runs an
operating system and applications. Investigating cyber criminals may involve analyzing virtual machines to
understand their configurations or trace malicious activities.

Packet Sniffing: Packet sniffing is the process of capturing and analyzing network traffic to monitor
communications or detect suspicious activities. Investigating cyber criminals often involves using packet
sniffing tools to track data packets and identify malicious behavior.

Rootkit: A rootkit is a type of malware that provides unauthorized access to a computer system while hiding
its presence. Investigating cyber criminals may involve detecting and removing rootkits to secure
compromised systems.

Steganography: Steganography is the practice of concealing messages or data within other files to avoid
detection. Investigating cyber criminals may involve decrypting steganographic messages or uncovering
hidden information in digital files.

Blockchain: Blockchain is a decentralized and distributed digital ledger that records transactions across a
network of computers. Investigating cyber criminals often involves analyzing blockchain data to track
cryptocurrency transactions and identify criminal activities.

Keylogger: A keylogger is a type of software or hardware device that records keystrokes on a computer
keyboard. Investigating cyber criminals may involve detecting and removing keyloggers to prevent the theft
of sensitive information.

Web Scraping: Web scraping is the automated extraction of data from websites for analysis or storage.
Investigating cyber criminals may involve web scraping techniques to gather information from online
forums, marketplaces, or social media platforms.

Cyber Attack: A cyber attack is a deliberate attempt to compromise the security of computer systems or
networks. Investigating cyber attacks involves analyzing attack vectors, identifying vulnerabilities, and
attributing attacks to specific threat actors.

Dark Web Marketplace: Dark web marketplaces are online platforms where illegal goods and services are
bought and sold anonymously. Investigating cyber criminals on dark web marketplaces requires monitoring
transactions, identifying vendors, and disrupting criminal activities.

Artificial Intelligence (Al): Al is the simulation of human intelligence processes by machines, especially
computer systems. Investigating cyber criminals using Al involves developing Al-powered tools to automate
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threat detection, analyze data, and predict cyber attacks.

Zero-Day Exploit: A zero-day exploit is a cyber attack that targets a previously unknown software
vulnerability. Investigating zero-day exploits requires reverse engineering the malware, analyzing exploit
techniques, and developing patches to protect systems.

Cyber Terrorism: Cyber terrorism is the use of cyber tools and techniques to intimidate or coerce
governments, organizations, or individuals for political or ideological purposes. Investigating cyber terrorists
involves identifying their motives, tracing online activities, and preventing future attacks.

Mobile Forensics: Mobile forensics is the process of recovering digital evidence from mobile devices such as
smartphones or tablets. Investigating cyber criminals may involve extracting data from mobile devices to
uncover criminal activities or track suspects.

Dark Web Forum: Dark web forums are online communities where cyber criminals share information,
collaborate on criminal activities, or offer illegal services. Investigating cyber criminals on dark web forums
requires monitoring discussions, identifying threat actors, and disrupting criminal networks.

Denial-of-Service (DoS) Attack: A denial-of-service attack is a cyber attack that disrupts the normal
operation of a computer system or network by overwhelming it with traffic. Investigating DoS attacks
involves mitigating the impact, identifying the source of the attack, and preventing future incidents.

Advanced Persistent Threat (APT): An APT is a sophisticated and targeted cyber attack that persists over
time to compromise a specific target. Investigating APTs involves analyzing attack patterns, identifying
vulnerabilities, and attributing attacks to well-funded threat actors.

Dark Web Search Engine: Dark web search engines are specialized tools that allow users to search for
content on the dark web. Investigating cyber criminals on the dark web requires using dark web search
engines to uncover illegal activities, track down suspects, or monitor criminal forums.

Internet Relay Chat (IRC): IRC is a communication protocol used for real-time text messaging or group chat.
Investigating cyber criminals may involve monitoring IRC channels to gather intelligence, track malicious
activities, or identify threat actors.

File Transfer Protocol (FTP): FTP is a standard network protocol used to transfer files between a client and a
server on a computer network. Investigating cyber criminals may involve analyzing FTP traffic to track data
transfers, identify malicious files, or uncover criminal activities.

Web Application Firewall (WAF): A WAF is a security system that monitors and filters HTTP traffic to protect
web applications from cyber attacks. Investigating cyber criminals may involve bypassing WAFs to exploit
vulnerabilities in web applications or compromise sensitive data.

Incident Response Plan: An incident response plan is a set of procedures and guidelines for responding to
cyber security incidents. Investigating cyber criminals is an essential part of incident response planning to
mitigate the impact of attacks, recover from breaches, and prevent future incidents.
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Remote Access Trojan (RAT): A RAT is a type of malware that allows an attacker to control a victim's
computer remotely. Investigating cyber criminals may involve detecting and removing RATs to prevent
unauthorized access or data theft.

Dark Web Marketplace: Dark web marketplaces are online platforms where illegal goods and services are
bought and sold anonymously. Investigating cyber criminals on dark web marketplaces requires monitoring
transactions, identifying vendors, and disrupting criminal activities.

Machine Learning: Machine learning is a subset of artificial intelligence that enables computers to learn
from data and make predictions without explicit programming. Investigating cyber criminals using machine
learning involves analyzing large datasets to identify patterns and detect anomalies.

Cryptocurrency: Cryptocurrency is a digital or virtual form of currency that uses cryptography for security.
Cyber criminals often use cryptocurrencies for illegal transactions due to their anonymity. Investigating
cyber criminals involving cryptocurrencies requires tracking transactions on blockchain networks.

Tor Network: The Tor Network is a system that enables anonymous communication over the internet. Cyber
criminals use the Tor Network to hide their online activities and location. Investigating cyber criminals on
the Tor Network requires overcoming anonymity and encryption challenges.

Botnet: A botnet is a network of infected computers controlled by a single entity. Cyber criminals use
botnets to launch distributed denial-of-service (DDoS) attacks or spread malware. Investigating botnets
involves analyzing network traffic and identifying command-and-control servers.

Deep Web: The Deep Web refers to internet content that is not indexed by search engines but is not
necessarily illegal. Investigating cyber criminals on the Deep Web requires distinguishing between legal and
illegal activities and monitoring underground forums and marketplaces.

Virtual Private Network (VPN): A VPN is a secure network that allows users to access the internet privately
and anonymously. Cyber criminals often use VPNs to hide their online activities and location. Investigating
cyber criminals using VPNs requires overcoming encryption and anonymity challenges.

Phishing: Phishing is a type of cyber attack where criminals use fraudulent emails or websites to deceive
individuals into providing sensitive information such as passwords or credit card details. Investigating
phishing attacks involves tracing the origin of the emails and identifying the perpetrators.

Data Breach: A data breach is the unauthorized access to sensitive information such as personal data or
financial records. Investigating data breaches involves determining how the breach occurred, identifying the
data compromised, and holding cyber criminals accountable.

Incident Response: Incident response is the process of handling and mitigating cyber security incidents.
Investigating cyber criminals is essential for incident response teams to identify the source of attacks and
prevent future incidents.

Supply Chain Attacks: Supply chain attacks target third-party vendors or partners to compromise the
security of a larger organization. Investigating supply chain attacks requires tracing the attack chain back to
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the initial compromise and identifying the responsible parties.

Zero-Day Vulnerability: A zero-day vulnerability is a software flaw that is unknown to the vendor and has no
available patch. Cyber criminals exploit zero-day vulnerabilities to launch targeted attacks. Investigating
zero-day vulnerabilities involves analyzing malware behavior and identifying exploit techniques.

Internet Protocol (IP) Address: An IP address is a unique numerical label assigned to each device connected
to a computer network. Cyber criminals can use IP addresses to track online activities and identify
individuals. Investigating cyber criminals often involves tracing IP addresses to locate suspects.

Dark Web: The Dark Web is a part of the internet that is not indexed by traditional search engines. It is used
for illegal activities such as drug trafficking, weapons sales, and human trafficking. Investigating cyber
criminals on the Dark Web requires specialized tools and techniques.

Encryption: Encryption is the process of encoding information to make it unreadable without the correct
decryption key. Cyber criminals use encryption to protect their communications and data from law
enforcement. Investigating encrypted data requires specialized tools and techniques to crack the
encryption.

Social Engineering: Social engineering is a technique used by cyber criminals to manipulate individuals into
divulging confidential information or performing actions that compromise security. Investigating social
engineering attacks requires understanding psychological manipulation and human behavior.

Internet of Things (loT): The Internet of Things refers to interconnected devices that can communicate and
share data over the internet. Cyber criminals target loT devices to launch attacks or steal sensitive
information. Investigating loT-related cyber crimes involves analyzing device communication and
vulnerabilities.

Advanced Persistent Threat (APT): An APT is a sophisticated and targeted cyber attack that persists over
time to compromise a specific target. Investigating APTs involves analyzing attack patterns, identifying
vulnerabilities, and attributing attacks to well-funded threat actors.

Dark Web Search Engine: Dark web search engines are specialized tools that allow users to search for
content on the dark web. Investigating cyber criminals on the dark web requires using dark web search
engines to uncover illegal activities, track down suspects, or monitor criminal forums.

Internet Relay Chat (IRC): IRC is a communication protocol used for real-time text messaging or group chat.
Investigating cyber criminals may involve monitoring IRC channels to gather intelligence, track malicious
activities, or identify threat actors.

File Transfer Protocol (FTP): FTP is a standard network protocol used to transfer files between a client and a
server on a computer network. Investigating cyber criminals may involve analyzing FTP traffic to track data
transfers, identify malicious files, or uncover criminal activities.

Web Application Firewall (WAF): A WAF is a security system that monitors and filters HTTP traffic to protect
web applications from cyber attacks. Investigating cyber criminals may involve bypassing WAFs to exploit
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vulnerabilities in web applications or compromise sensitive data.

Incident Response Plan: An incident response plan is a set of procedures and guidelines for responding to
cyber security incidents. Investigating cyber criminals is an essential part of incident response planning to
mitigate the impact of attacks, recover from breaches, and prevent future incidents.

Remote Access Trojan (RAT): A RAT is a type of malware that allows an attacker to control a
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