LearnUNI GUIDE

LEARNING SHOULD BE FREE

Advanced Certificate in War Crimes and Justice

Emerging Challenges in War Crimes Law

War crimes are serious violations of the laws and customs of armed conflict that give rise to individual
criminal responsibility. They are defined in the Rome Statute of the International Criminal Court (ICC) and
include acts such as willful killing, torture, taking hostages, and intentionally directing attacks against
civilians. Understanding the precise scope of war crimes is essential for practitioners because it determines
the threshold for prosecution and the range of remedies available to victims.

Crimes against humanity differ from war crimes in that they are not limited to times of armed conflict. These
offenses involve widespread or systematic attacks directed against a civilian population and include murder,
enslavement, deportation, and persecution. The distinction is critical when evaluating the legal
consequences of actions that occur in both peacetime and wartime contexts, such as the use of paramilitary
forces in internal conflicts.

Genocide is the intentional destruction, in whole or in part, of a national, ethnic, racial, or religious group.
The legal definition, articulated in the Convention on the Prevention and Punishment of the Crime of
Genocide, requires proof of specific intent (dolus specialis). In emerging contexts, the challenge lies in
proving that intent exists when the destruction is carried out through indirect means, such as forced
displacement combined with environmental degradation.

International humanitarian law (IHL) is the body of law that regulates the conduct of hostilities and protects
persons who are not, or are no longer, participating in the hostilities. IHL comprises the Geneva
Conventions, their Additional Protocols, and customary rules. The interaction between IHL and human rights
law is a recurring theme in contemporary scholarship, especially when assessing the legality of measures
taken in the “war on terror” or in cyber-enabled conflicts.

Command responsibility establishes that superiors can be held criminally liable for crimes committed by
subordinates when they knew or should have known about the offenses and failed to prevent or punish
them. This doctrine is particularly relevant in modern, networked militaries where hierarchical structures may
be diffuse, and lines of authority are obscured by joint operations with private contractors.

Joint criminal enterprise (JCE) is a mode of liability that holds participants accountable for crimes that are
part of a common plan, even if they did not personally execute the criminal act. The JCE doctrine has been
applied in tribunals such as the International Criminal Tribunal for the former Yugoslavia (ICTY) and the ICC,
but its application to emerging challenges—Ilike coordinated cyber attacks—poses novel interpretive
questions.

Universal jurisdiction allows states to prosecute certain grave crimes regardless of where they were
committed and irrespective of the nationality of the perpetrators or victims. While universal jurisdiction is a
powerful tool for combating impunity, its exercise can be limited by diplomatic considerations, evidentiary
difficulties, and the principle of non-interference in the domestic affairs of other states.
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Hybrid tribunals combine elements of international and domestic judicial mechanisms. They are often
established to address conflicts where the international community wishes to support national justice
systems while ensuring adherence to international standards. The Special Court for Sierra Leone and the
Extraordinary Chambers in the Courts of Cambodia are illustrative examples. Emerging hybrid models are
being discussed for contexts such as the Syrian civil war, where the interplay between national courts,
foreign courts, and international bodies creates complex jurisdictional mosaics.

Non-state actors—including insurgent groups, terrorist organizations, and private military and security
companies (PMSCs)—have increasingly been implicated in the commission of war crimes. The legal status of
these actors is ambiguous, especially when they operate in territories not recognized as sovereign states.
The challenge is to attribute responsibility and to establish mechanisms for enforcement that do not rely
solely on state cooperation.

Private military and security companies (PMSCs) provide a range of services, from logistical support to direct
combat operations. Their involvement raises questions about the applicability of IHL, the adequacy of
contractual oversight, and the enforceability of corporate liability. The United Nations Guiding Principles on
Business and Human Rights, together with national legislation such as the U.S. Arms Export Control Act,
attempt to regulate PMSC behavior, but gaps remain in the attribution of war-crime liability.

Cyber warfare refers to the use of computer networks to disrupt, degrade, or destroy the information
systems of an adversary. The application of IHL to cyber operations is a rapidly developing field. Key issues
include whether a cyber operation constitutes an “attack” under IHL, how the principles of distinction,
proportionality, and precaution apply in the digital realm, and what thresholds of damage trigger war-crime
liability. The 2015 Tallinn Manual provides guidance, but its non-binding nature means that states continue
to interpret the rules differently.

Autonomous weapons systems (AWS) are platforms that can select and engage targets without human
intervention. The legal debate centers on whether existing IHL principles are sufficient to regulate AWS or
whether new treaty obligations are required. Critics argue that the lack of meaningful human control could
undermine accountability, especially if an AWS commits an unlawful attack that results in civilian casualties.
Proponents claim that technical safequards can ensure compliance with distinction and proportionality.

Environmental warfare involves the intentional manipulation of the environment to cause harm to an
adversary. This includes tactics such as the deliberate destruction of water infrastructure, the use of
defoliants, or the weaponization of disease vectors. The 1977 Additional Protocol | to the Geneva
Conventions prohibits methods of warfare that cause widespread, long-term, and severe damage to the
natural environment. However, enforcement is complicated by the difficulty of proving intent and the
indirect nature of many environmental harms.

Hybrid warfare blends conventional military force with irregular tactics, information operations, and cyber
activities. The Russian annexation of Crimea in 2014 exemplifies hybrid warfare, where “little green

men” (unidentified soldiers) combined conventional maneuver with disinformation campaigns. The legal
analysis of hybrid warfare requires a nuanced understanding of how each component—be it kinetic,
informational, or cyber—fits within IHL and human-rights frameworks.
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Targeted killing is the pre-emptive or retaliatory elimination of individuals deemed to be threats. While
targeted killing can be lawful under IHL if the individual is a combatant, the practice raises concerns about
extrajudicial execution, due process, and the adequacy of safeguards against civilian harm. The United
States’ "drone program” has sparked extensive debate over the legality of cross-border assassinations and
the applicability of the principle of proportionality.

De-facto governments are entities that exercise effective control over territory and population but lack
universal recognition. Their status affects the applicability of IHL, particularly the obligations to respect and
ensure respect for the laws of armed conflict. Courts have grappled with determining whether such
governments can be held liable for war crimes, especially when they are not parties to the Geneva
Conventions.

Legal personality is the capacity to hold rights and duties under international law. The extension of legal
personality to non-state actors—such as rebel groups, NGOs, and corporations—has significant implications
for liability. The International Court of Justice (ICJ) has recognized that certain non-state actors may possess
limited legal personality, but the doctrine remains unsettled in the context of war-crime accountability.

Transitional justice encompasses the range of measures societies employ to address massive human rights
violations, including truth commissions, reparations, and institutional reforms. In the aftermath of armed
conflict, transitional-justice mechanisms must balance the need for accountability with the demands of
peacebuilding. The interplay between criminal prosecution and alternative forms of justice is a central
theme in emerging discussions about the most effective means to achieve lasting peace.

Victim-centered approaches prioritize the needs and perspectives of those who have suffered violations. In
war-crime investigations, this can involve the use of victim-impact statements, participation in trial
processes, and the provision of reparative measures. The ICC's Victims and Witness Protection Unit
illustrates how procedural innovations can enhance the credibility of the justice system while safeguarding
those most affected.

Evidence preservation is a critical challenge in contemporary war-crime investigations. The rapid pace of
modern conflicts, coupled with the use of encrypted communications and the destruction of physical
evidence, demands innovative forensic techniques. Digital forensics, satellite imagery analysis, and
open-source intelligence (OSINT) have become indispensable tools for documenting violations and
establishing chains of command.

Chain of command refers to the hierarchical structure through which orders are transmitted and executed.
Establishing a clear chain of command is essential for attributing liability under the doctrine of command
responsibility. In decentralized military formations, such as those employed by insurgent groups, the chain
of command may be fluid, complicating the process of linking senior leaders to specific crimes.

Standard of proof in criminal proceedings requires that guilt be established beyond a reasonable doubt. In
war-crime tribunals, this standard is maintained, but the evidentiary challenges are amplified by the chaotic
nature of armed conflict. Prosecutors must balance the need for rigorous proof with the practical limitations
of gathering reliable testimony from conflict zones.
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Procedural safeguards protect the rights of the accused and ensure the fairness of the trial process. These
include the right to counsel, the presumption of innocence, and the right to confront witnesses. In
international tribunals, procedural safeguards are codified in the Rules of Procedure and Evidence, but they
must be adapted to the realities of war-crime prosecutions, where witnesses may be reluctant to testify or
may be subject to intimidation.

Extraterritorial jurisdiction allows a state to exercise legal authority beyond its borders. This concept is
relevant when investigating war crimes committed by nationals of that state in foreign conflicts, or when
applying universal jurisdiction to crimes committed elsewhere. The United Kingdom’s "War Crimes Act
1991" and the U.S. "War Crimes Act of 1996" illustrate how domestic legislation can extend jurisdiction to
address atrocities abroad.

Statute of limitations refers to the time limit within which legal proceedings must be initiated. For war
crimes, most jurisdictions and the Rome Statute assert that no statutory limitation applies, reflecting the
gravity of the offenses. However, practical obstacles—such as the passage of time, loss of evidence, and
witness attrition—can impede the pursuit of justice.

Reparations are measures designed to compensate victims for the harms they have suffered. They can
include monetary compensation, restitution of property, rehabilitation services, and symbolic gestures such
as public apologies. The ICC's Trust Fund for Victims allocates resources to support reparative initiatives, but
the effectiveness of reparations depends on the availability of assets and the political will of the parties
involved.

Non-refoulement is the principle that prohibits the transfer of individuals to a country where they would
face a risk of torture or other serious human rights violations. In the context of war-crime prosecutions, this
principle may intersect with extradition requests, requiring careful assessment of the risk that the individual
will be subjected to unfair treatment or punishment.

Sanctions are coercive measures imposed by states or international bodies to compel compliance with legal
obligations. Sanctions can target individuals, entities, or entire sectors. When applied to war-crime
perpetrators, sanctions may include asset freezes, travel bans, and arms embargoes. The effectiveness of
sanctions is often contingent upon multilateral coordination and the willingness of third-party states to
enforce them.

Peace agreements sometimes contain provisions that limit or defer prosecution in exchange for political
stability. The “peace-imperative” argument suggests that the pursuit of justice may jeopardize fragile peace
processes. However, critics argue that impunity undermines the rule of law and can sow the seeds for future
conflict. Balancing peace and accountability remains a contentious issue in the design of post-conflict
settlements.

International criminal tribunals are judicial bodies established to try individuals for the most serious crimes
of concern to the international community. The ICTY, the International Criminal Tribunal for Rwanda (ICTR),
and the ICC are prominent examples. Emerging challenges include ensuring the efficiency of proceedings,

managing limited resources, and fostering cooperation from states that may be reluctant to surrender
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suspects.

Domestic prosecutions are essential to complement international mechanisms. National courts possess the
advantage of proximity to victims and the ability to enforce sentences more effectively. However, domestic
prosecutions may be hampered by weak judicial institutions, political interference, and limited investigative
capacity. Capacity-building initiatives, such as those provided by the United Nations Development
Programme (UNDP), aim to strengthen domestic war-crime prosecutorial frameworks.

Hybrid legal frameworks combine aspects of criminal law, humanitarian law, and human-rights law. For
instance, the "war-crime exception” to the prohibition on torture, which allows certain acts that would
otherwise be illegal under human-rights law if they are justified by military necessity, must be narrowly
construed. The interplay of these legal regimes creates both opportunities for comprehensive accountability
and the risk of legal fragmentation.

Victim participation in trial processes has evolved from a passive role to an active one. Victims may submit
statements, request reparations, and even serve as private prosecutors in some jurisdictions. This shift
reflects a broader trend toward greater inclusivity and acknowledges the importance of giving a voice to
those directly affected by war crimes.

International cooperation is indispensable for the effective investigation and prosecution of war crimes.
Cooperation may involve the exchange of evidence, the execution of arrest warrants, and the provision of
mutual legal assistance. The lack of cooperation from states that harbor suspects or refuse to share
information can stall proceedings and undermine the credibility of the justice system.

Witness protection programs are designed to safeguard individuals who provide testimony in war-crime
cases. Protection measures can include anonymity, relocation, and the provision of security details. The ICC's
Witness Protection and Tamper-Resistance Unit exemplifies the importance of robust measures to prevent
intimidation, retaliation, or witness tampering.

Forensic documentation includes the collection, preservation, and analysis of physical evidence from crime
scenes. In conflict zones, forensic teams may work under hazardous conditions, with limited resources, and
under time pressure. The use of portable DNA analysis kits, 3-D laser scanning, and geospatial mapping
technologies has enhanced the ability to document mass graves, identify victims, and establish the
circumstances of death.

Chain-of-evidence preservation is crucial to maintain the integrity of forensic material from the point of
collection to its presentation in court. This involves strict protocols for labeling, storage, and transportation
of evidence, as well as meticulous record-keeping. The failure to preserve the chain of evidence can lead to
challenges regarding the admissibility of critical forensic findings.

Digital evidence encompasses data stored on electronic devices, network logs, and communications
intercepts. The proliferation of smartphones, encrypted messaging apps, and cloud services means that a
substantial portion of modern war-crime evidence is digital. Legal practitioners must navigate complex
issues of jurisdiction, admissibility, and the technical expertise required to interpret such evidence.
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Open-source intelligence (OSINT) refers to the collection and analysis of publicly available information, such
as satellite imagery, social-media posts, and news reports. OSINT has become a valuable tool for
documenting violations, especially when access to conflict zones is restricted. However, the reliability of
open sources must be critically assessed, and the chain of custody for OSINT-derived evidence must be
established to meet evidentiary standards.

Satellite imagery provides visual documentation of changes on the ground, such as the destruction of
civilian infrastructure, movement of troops, or the presence of mass-grave sites. High-resolution imagery
can corroborate witness testimony and help to establish the chronology of events. The interpretation of
imagery, however, requires specialized expertise and may be contested by parties seeking to obscure or
manipulate the data.

International humanitarian law compliance monitoring involves the systematic observation of parties to a
conflict to ensure adherence to IHL obligations. Organizations such as the International Committee of the
Red Cross (ICRC) conduct confidential dialogues with belligerents to promote compliance, while NGOs may
publish public reports documenting alleged violations. The effectiveness of monitoring depends on the
willingness of parties to cooperate and the credibility of the monitoring bodies.

Human-rights documentation complements IHL monitoring by focusing on the protection of civil, political,
economic, social, and cultural rights. The documentation of arbitrary detention, enforced disappearances,
and extrajudicial killings often overlaps with war-crime investigations. Coordinated documentation efforts
can provide a richer evidentiary base and facilitate comprehensive accountability.

Legal reforms are required to align national legislation with international standards. Many states lack
statutes that criminalize war crimes, or their definitions are overly narrow. Legal reform processes may
involve drafting new criminal codes, adopting amendments to existing laws, and ensuring that procedural
rules allow for the effective prosecution of war-crime cases.

Doctrine of “just war” provides a normative framework for assessing the legality of the resort to force and
the conduct of hostilities. While not a source of law per se, the just-war tradition influences contemporary
debates on topics such as pre-emptive self-defense, the proportionality of force, and the moral
responsibilities of combatants. Understanding the philosophical underpinnings of just war can inform
arguments about the legality of emerging tactics like cyber attacks.

Legal thresholds determine when a particular act rises to the level of a war crime. For example, the principle
of distinction requires that attacks be directed solely at legitimate military targets. If a weapon system
cannot reliably distinguish between combatants and civilians, its use may breach this threshold. The
articulation of clear legal thresholds is essential for both legal analysis and operational decision-making.

Proportionality analysis assesses whether the anticipated civilian harm from an attack is excessive in relation
to the expected military advantage. In practice, proportionality assessments are complex and often rely on
subjective judgments about the value of the target and the scale of collateral damage. Emerging
technologies, such as Al-driven targeting systems, raise concerns about whether machines can adequately
perform proportionality assessments without human oversight.
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Precautionary measures require combatants to take all feasible steps to minimize civilian harm before
launching an attack. This includes verifying the target, choosing weapons that limit unnecessary injury, and
providing warnings when possible. The implementation of precautionary measures is particularly
challenging in fast-moving, high-intensity conflicts where decision-making timeframes are compressed.

Target verification is the process of confirming that a potential target is a legitimate military objective. In
modern warfare, this may involve real-time intelligence, drone surveillance, and data fusion from multiple
sources. Errors in target verification can lead to unlawful attacks, making robust verification protocols a
critical component of compliance with IHL.

Legal accountability encompasses both criminal and civil dimensions. Criminal accountability focuses on
individual liability for war crimes, while civil accountability may involve state responsibility for violations of
IHL or human-rights obligations. Victims may pursue civil claims for compensation, and states may be held
liable for failing to prevent or punish violations by their armed forces.

State responsibility arises when a state breaches its obligations under IHL or other international law.
Remedies may include restitution, compensation, and guarantees of non-repetition. The International Law
Commission’s Articles on State Responsibility provide the doctrinal basis for attributing violations to states,
even when the perpetrators are non-state actors operating with the tacit support of the government.

Individual criminal responsibility is distinct from state responsibility and focuses on the personal liability of
persons who commit, order, or facilitate war crimes. The principle of individual responsibility is enshrined in
the Rome Statute, which affirms that “no one shall be exempt from criminal responsibility on the ground of
official capacity.” This principle underpins the pursuit of high-level perpetrators such as political leaders,
military commanders, and corporate executives.

Legal immunity can shield certain officials from prosecution, typically on the basis of diplomatic or
head-of-state immunity. However, international jurisprudence has increasingly limited the scope of
immunity for war crimes, emphasizing that grave violations cannot be insulated by official status. The ICC's
jurisprudence, as well as decisions of national courts, reflects this trend toward narrowing immunity
doctrines.

Doctrine of “command responsibility” has been refined through case law to include not only knowledge of
the crimes but also the failure to take “reasonable measures” to prevent or punish them. The “effective
control” test assesses whether a superior had the material ability to prevent the commission of the crime. In
the context of remote-operated weaponry, determining effective control becomes more intricate.

Corporate liability for war crimes remains a developing area of law. Some jurisdictions have begun to
criminalize corporate involvement in serious violations, recognizing that companies can be instrumental in
planning, financing, or executing illicit operations. The United Kingdom'’s “Corporate Manslaughter and
Corporate Homicide Act” and the French “Corporate Criminal Liability” provisions illustrate emerging
legislative approaches.

Legal doctrines of “joint criminal enterprise” and “common purpose” are often employed to hold multiple
actors accountable for a single criminal outcome. These doctrines enable the prosecution of individuals who
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may not have directly executed the violent act but who contributed to the collective intent. In hybrid
warfare contexts, where multiple actors coordinate actions across cyber, kinetic, and informational domains,
joint enterprise analysis becomes particularly salient.

Evidence admissibility rules govern whether evidence may be considered by a tribunal. International
tribunals have adopted flexible standards to accommodate the realities of conflict-zone investigations,
recognizing that strict adherence to domestic evidentiary rules could impeded justice. Nevertheless,
safeguards against unreliable or coerced evidence remain essential to protect the integrity of the
proceedings.

Forensic anthropology plays a crucial role in identifying victims of mass killings and determining the cause
of death. Anthropologists analyze skeletal remains, assess trauma patterns, and help reconstruct events
leading to death. Their findings can corroborate witness testimony and provide scientific evidence of war
crimes such as mass executions or torture.

Psychological trauma among survivors and witnesses can affect the reliability of testimony.
Trauma-informed interviewing techniques are employed to reduce re-traumatization and improve the
accuracy of statements. The ICC's Victims and Witness Protection Unit has developed guidelines for
conducting interviews with traumatized individuals, emphasizing respect, empathy, and the avoidance of
leading questions.

Legal pluralism recognizes the coexistence of multiple legal orders, such as customary law, religious law,
and international law, within a given society. In post-conflict settings, legal pluralism can influence the
reception of war-crime prosecutions, especially when local communities view international norms as foreign
impositions. Engaging with local legal traditions can enhance the legitimacy and acceptance of
accountability mechanisms.

Transnational repression involves the targeting of individuals across borders for political or ethnic reasons,
often using covert means. Such acts may constitute war crimes if they are linked to an armed conflict or
systematic attack on a protected group. The cross-border nature of transnational repression raises
jurisdictional challenges and necessitates cooperation among multiple states.

Sanctions compliance requires entities to monitor and enforce restrictions placed on individuals or regimes
implicated in war crimes. Financial institutions, for example, must screen transactions against sanction lists
to avoid facilitating the flow of assets to perpetrators. Effective sanctions compliance can disrupt the
financial networks that enable the planning and execution of war crimes.

International cooperation mechanisms include mutual legal assistance treaties (MLATs), extradition
agreements, and joint investigative teams. These instruments facilitate the sharing of evidence, the
coordination of arrests, and the harmonization of legal standards. The effectiveness of cooperation
mechanisms depends on political will, reciprocal arrangements, and the capacity of participating states.

Peacekeeping operations are authorized by the United Nations to maintain or restore peace in
conflict-affected areas. Peacekeepers are bound by the same IHL obligations as other combatants and may
be held accountable for war crimes committed during their missions. Incidents involving peacekeepers have
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prompted reforms aimed at improving training, accountability, and the vetting of personnel.

Humanitarian access refers to the ability of aid organizations to reach populations in need. Denial of
humanitarian access can itself constitute a violation of IHL, particularly when it is used as a method of
warfare. The obstruction of aid delivery may also be used as evidence of a broader pattern of targeting
civilians, reinforcing accusations of war crimes.

Legal research in the field of war crimes must grapple with a constantly evolving body of case law, treaty
interpretation, and scholarly debate. Practitioners must stay abreast of recent decisions from the ICC,
regional courts, and domestic tribunals, as well as developments in customary IHL. Robust legal research
underpins effective advocacy, prosecution, and policy formulation.

Capacity-building initiatives aim to strengthen the ability of national institutions to investigate and
prosecute war crimes. Training programs for prosecutors, judges, investigators, and law-enforcement
officers are essential components. The United Nations Office on Drugs and Crime (UNODC) and the
International Development Law Organization (IDLO) are among the entities that deliver such programs.

Rule-of-law strengthening involves reforms that promote transparency, accountability, and independence of
the judiciary. In post-conflict societies, establishing a credible legal system is vital for both the prevention of
future violations and the restoration of public confidence. Measures may include judicial appointments
based on merit, the establishment of anti-corruption bodies, and the protection of judicial independence.

Victim-derived evidence includes statements, affidavits, and testimonies provided by individuals directly
affected by war crimes. While victim-derived evidence is indispensable, it must be corroborated where
possible to meet evidentiary standards. The use of technology, such as video recordings and audio
documentation, can augment traditional testimony and enhance credibility.

Legal advocacy plays a pivotal role in shaping policy, influencing judicial outcomes, and raising public
awareness. Advocacy may involve filing amicus curiae briefs, engaging with media, and participating in
public-interest litigation. Human-rights organizations often employ strategic litigation to set precedents
that advance the protection of civilians in armed conflict.

Transboundary environmental harm occurs when the environmental consequences of an armed conflict
extend beyond the borders of the party that initiated the damage. Examples include the release of toxic
chemicals that contaminate neighboring waters or the spread of smoke from forest fires. International law
addresses such harms through principles of state responsibility and the duty to prevent transboundary
damage.

Hybrid conflict environments are characterized by the simultaneous presence of conventional forces,
irregular militias, cyber operators, and civilian actors. This complexity challenges traditional legal
categorizations and requires a flexible approach to applying IHL. Practitioners must consider the
overlapping obligations that arise from the various actors’ participation in hostilities.

Legal certainty is a principle that demands clear, predictable, and accessible law. In the context of emerging
war-crime challenges, legal certainty is undermined by the rapid evolution of technology and the lag in
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normative development. Efforts to codify emerging norms, such as through the development of new
protocols or amendments to existing treaties, aim to enhance certainty.

Doctrine of “necessity” is a limited justification that permits otherwise unlawful acts if they are the only
means to achieve a legitimate objective and are proportionate to the threat faced. In war-crime law,
necessity cannot be invoked to excuse intentional attacks on civilians or the use of prohibited weapons. The
doctrine is narrowly construed to prevent abuse.

Doctrine of “military necessity” permits measures that are essential for achieving a legitimate military aim,
provided they do not violate other IHL obligations. The doctrine is often invoked in discussions about the
legality of certain weapons or tactics. However, the principle of proportionality imposes a ceiling on what
may be deemed necessary.

Legal thresholds for “effective control” are used to determine when a state can be held responsible for the
actions of non-state actors under its influence. The International Court of Justice’s “Nicaragua” case
established criteria for assessing effective control, including the degree of authority, direction, and support
provided by the state. These thresholds are applied in evaluating state liability for war-crime perpetrated by

proxy forces.

Doctrine of “command responsibility” in the context of private contractors raises novel questions about the
chain of command when military forces delegate operational control to private entities. Courts have begun
to explore whether the contracting state retains ultimate responsibility for the actions of contractors,
especially when the contractors are integrated into the armed forces’ command structure.

Legal analysis of “cyber-enabled attacks” requires the categorization of cyber operations as either “use of
force” or "armed attack” under the UN Charter. The distinction influences the applicability of self-defense
and the threshold for invoking IHL. Scholars debate whether certain disruptive cyber activities, such as the
sabotage of a power grid, meet the threshold of an armed attack.

Doctrine of “proportionality” in cyber warfare examines whether the anticipated civilian impact of a cyber
operation is excessive relative to the anticipated military advantage. For instance, a cyber attack that
disables a hospital’s IT system may cause indirect harm to patients, raising proportionality concerns. The
lack of physical damage does not absolve the attacker from proportionality obligations.

Legal challenges posed by “autonomous weapons” include the attribution of intent, the assessment of
compliance with distinction, and the establishment of accountability when an AWS malfunctions.
International legal scholars argue that the existing IHL framework can accommodate AWS if appropriate
safeguards are integrated, while others contend that new treaty regimes are necessary to address the
unique risks.

Doctrine of "human-in-the-loop” advocates for retaining meaningful human oversight over the critical
functions of weapon systems, especially target selection and engagement. The principle seeks to ensure
that accountability remains with human operators who can be held liable for unlawful actions. The technical
feasibility of maintaining a "human-in-the-loop” in high-speed engagements remains a subject of debate.
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Legal concept of “unlawful combatant” has been contested in recent years. The classification of combatants
influences the rights afforded to detainees, including the applicability of the Geneva Conventions. The
International Court of Justice's “Armed Activities” opinion underscores that all persons, regardless of status,
retain certain fundamental protections, such as the prohibition on torture.

Judicial precedents on “direct participation in hostilities” provide guidance on when civilians lose their
protection from attack. The International Committee of the Red Cross's interpretive guidance clarifies that
participation must be continuous and direct. The threshold is intentionally high to safeguard civilian status,
but modern conflicts with blurred front lines test the practical application of this standard.

Doctrine of “universal jurisdiction” and its limits is illustrated by cases such as the arrest of former Chilean
dictator Augusto Pinochet in the United Kingdom. While universal jurisdiction enables the prosecution of
egregious crimes, diplomatic immunity, political considerations, and the principle of complementarity can
constrain its exercise. The balance between the pursuit of justice and respect for sovereign equality remains
a delicate one.

Legal concept of “complementarity” under the Rome Statute holds that the ICC will intervene only when
national jurisdictions are unwilling or unable to prosecute. Complementarity requires a rigorous assessment
of domestic capacity, willingness, and the genuineness of investigations. The principle incentivizes states to
develop robust war-crime prosecution mechanisms while preserving the ICC's role as a court of last resort.

Procedural innovation: “Summary trials” have been employed in some domestic contexts to expedite the
processing of war-crime cases. While summary trials can increase efficiency, they risk compromising
due-process safeguards if not carefully designed. The ICC's streamlined procedures for certain cases, such
as the “fast-track” approach for the prosecution of low-ranking perpetrators, illustrate attempts to balance
speed and fairness.

Legal challenges of “evidence obtained through espionage” arise when intelligence agencies gather
information relevant to war-crime investigations. The admissibility of such evidence depends on whether it
was obtained lawfully, whether it violates the rights of the accused, and whether the method of collection
breaches domestic or international law. Courts must weigh the probative value against potential violations
of procedural rights.

Doctrine of “no-penalty clause” in peace agreements can impede accountability by granting amnesty to
combatants in exchange for cessation of hostilities. International law generally disfavors blanket amnesties
for serious violations, as reflected in the UN's “Guidelines on the Right to Truth”. Nonetheless, negotiated
settlements sometimes incorporate limited amnesties, creating tension between peace objectives and the
demands of justice.

Legal analysis of “mass surveillance” in conflict zones involves assessing whether the collection of personal
data by state actors constitutes a violation of privacy rights or can be justified under the exigencies of war.
The European Court of Human Rights has recognized that the right to privacy may be limited in times of
armed conflict, but any restrictions must be necessary and proportionate.

Doctrine of “targeted sanctions” focuses on individuals directly responsible for war crimes, freezing their
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assets and restricting travel. Targeted sanctions are often used alongside criminal prosecutions to exert
pressure and prevent perpetrators from benefiting from illicit gains. The effectiveness of sanctions depends
on the cooperation of financial institutions and the ability to trace assets across jurisdictions.

Legal concept of “reparations in kind” involves the restoration of property or infrastructure to victims, rather
than monetary compensation. In post-conflict reconstruction, reparations in kind can play a vital role in
rebuilding communities, restoring livelihoods, and fostering reconciliation. The design of reparations
programs must consider the availability of resources, the capacity of implementing agencies, and the
preferences of victims.

Doctrine of “"non-refoulement” in the context of war-crime suspects requires that states not extradite
individuals to jurisdictions where they face a real risk of torture, inhuman treatment, or unfair trial. This
principle can intersect with extradition requests for war-crime suspects, compelling states to assess the
human-rights record of the requesting country. Balancing the imperative to prosecute war crimes with the
duty to protect individuals from persecution is a delicate legal undertaking.

Legal challenges of “remote-controlled weapons” extend beyond autonomous systems to include drones
operated by operators located far from the battlefield. The separation between the operator and the target
raises questions about the applicability of the principle of proportionality, the ability to conduct real-time
assessments of civilian presence, and the accountability of the sponsoring state.

Doctrine of “effective jurisdiction” over cyber-attacks considers whether a state can claim jurisdiction over a
cyber operation that originates from foreign servers but causes damage within its territory. The principle of
territoriality, as applied to cyberspace, is evolving, with some scholars advocating for a “subject-state”
approach that looks at the location of the perpetrator's command and control infrastructure.

Legal concept of "dual-use technology” refers to items that have both civilian and military applications, such
as GPS receivers or encryption software. The export and use of dual-use technology can facilitate the
planning and execution of war crimes, prompting the need for export controls and licensing regimes that
consider the potential for misuse.

Doctrine of “forced displacement” as a war crime recognizes that the intentional movement of civilian
populations for military or political purposes constitutes a violation of IHL. Forced displacement can be part
of a strategy of ethnic cleansing or a means to deprive the enemy of resources. The legal analysis focuses
on the intent behind the displacement and the conditions under which it occurs.

Legal implications of “cultural heritage destruction” are addressed in the 1954 Hague Convention for the
Protection of Cultural Property. The intentional targeting of cultural sites can be prosecuted as a war crime,
particularly when the destruction is intended to erase the identity of a community. The International
Criminal Court has jurisdiction over the war-crime of “attacking cultural property”.

Doctrine of “"command responsibility” in the digital age must adapt to situations where orders are
transmitted through encrypted messaging platforms or where command structures are decentralized across
multiple jurisdictions. Establishing knowledge and effective control in such environments requires forensic
analysis of digital communications, metadata, and the identification of key decision-makers.
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