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International Anti Money Laundering Standards

Transaction Monitoring and Controls

Transaction Monitoring is the systematic review of customer and account activity to detect patterns that
may indicate money laundering, terrorist financing, or other illicit behaviour. It is the core operational
component of an anti-money-laundering (AML) program. The process begins with the collection of raw
transaction data from payment systems, trade finance platforms, and treasury management tools. This data
is then normalised, enriched with customer risk information, and fed into rules-based or machine-learning
models that generate alerts when activity deviates from expected behaviour.

A typical monitoring workflow involves three stages: data ingestion, rule application, and alert management.
In the data ingestion stage, every payment instruction, wire transfer, cash deposit, and foreign exchange
trade is captured with attributes such as date, amount, currency, originator, beneficiary, and purpose code.
The normalisation step ensures that disparate data sources speak a common language, allowing
downstream analytics to compare transactions across product lines and jurisdictions.

During rule application, the system evaluates each transaction against a library of pre-defined criteria. These
criteria may be simple thresholds (e.g., “flag any cash deposit above USD 10,000") or complex behavioural
patterns (e.g., “"detect rapid movement of funds through three or more jurisdictions within a 48-hour
window"). The rules are often tiered by risk level, with higher-risk alerts requiring immediate investigation
and lower-risk alerts routed to periodic review.

The alert management stage is where human analysts intervene. Each generated alert is assigned a priority,
an owner, and a deadline for review. Analysts examine the underlying transaction details, consult customer
profiles, and decide whether to close the alert, request additional information, or file a Suspicious Activity
Report (SAR). Effective alert management balances the twin goals of catching genuine illicit activity while
minimising the burden of false positives on compliance staff.

Suspicious Activity Report (SAR) is a formal document submitted to the financial intelligence unit (FIU) of a
jurisdiction when a financial institution suspects that a transaction or series of transactions involves
proceeds of crime, is intended to conceal the source of funds, or otherwise raises a red flag. The SAR must
contain sufficient detail to enable investigators to assess the credibility of the suspicion, including the
nature of the transaction, the parties involved, the supporting documentation, and the analyst’s rationale for
filing the report.

In many jurisdictions, the filing of a SAR is protected by legal privilege, meaning that the institution cannot
be compelled to disclose the report to the subject of the investigation. This privilege encourages institutions
to report honestly without fear of civil liability. However, SARs are subject to strict confidentiality rules;
unauthorized disclosure can result in severe penalties for both the reporting institution and the individual
employees involved.

Know Your Customer (KYC) is the process of verifying the identity of customers and understanding the
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nature of their business relationships. KYC is the foundation upon which transaction monitoring rests,
because the quality of the risk profile derived from KYC determines how effectively the monitoring system
can differentiate legitimate activity from suspicious conduct.

Key elements of KYC include:

1. Identity verification — obtaining government-issued identification, passports, or corporate documents to
confirm the legal existence of the customer.

2. Beneficial ownership identification — determining the natural persons who ultimately own or control a
legal entity.

3. Business purpose — understanding the legitimate reasons for the account, the expected transaction
volume, and the geographic reach of the customer’s operations.

When KYC information is incomplete or inaccurate, monitoring systems may generate excessive alerts due
to mismatched expectations, or conversely, may miss genuine risks because the system lacks the context
needed to recognise abnormal behaviour.

Customer Due Diligence (CDD) expands on KYC by assessing the risk profile of a customer based on a
combination of static data (e.g., nationality, industry, ownership structure) and dynamic data (e.g.,
transaction patterns, changes in business activity). CDD is typically performed at onboarding and refreshed
periodically, with the frequency of review tied to the customer’s risk rating.

Enhanced Due Diligence (EDD) is required for customers who present a higher risk of money laundering or
terrorist financing. EDD involves deeper investigation, such as obtaining source-of-wealth documentation,
conducting site visits, consulting open-source intelligence, and performing ongoing transaction monitoring
at a higher frequency. For example, a politically exposed person (PEP) from a high-risk jurisdiction may be
subject to EDD, including verification of the legitimacy of the funds used to purchase a property in a
low-risk country.

Risk Assessment is the systematic process of identifying, measuring, and prioritising the AML risks faced by
an institution. A comprehensive risk assessment considers three dimensions: customer risk, product and
service risk, and geographic risk. Each dimension is scored, and the combined score determines the overall
risk rating that drives monitoring parameters.

For instance, a corporate client that trades in high-value commodities, operates in multiple high-risk
jurisdictions, and uses complex trade-based financing structures would receive a high risk score. The
monitoring system would then apply lower thresholds, tighter velocity checks, and more granular scrutiny
to this client’s transactions.

Threshold refers to a numeric limit that triggers an alert when a transaction exceeds a predefined amount.
Thresholds can be absolute (e.g., “any cash deposit > USD 10,000") or relative (e.g., “a deposit that is 150 %
of the customer’s average monthly volume”). Selecting appropriate thresholds is a balancing act: too low a
threshold generates an unmanageable volume of alerts, while too high a threshold may allow illicit activity
to slip through unnoticed.
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Alert is the output of the monitoring engine indicating that a transaction or series of transactions has met
one or more rule conditions. Alerts are characterised by a severity level (e.g., low, medium, high), a rule
identifier, and a link to the underlying transaction data. Effective alert triage requires a clear prioritisation
framework, so that analysts focus first on alerts with the greatest potential impact.

Red Flag is a term used to describe a specific indicator that, when observed, suggests possible
money-laundering activity. Red flags are derived from typologies, regulatory guidance, and internal
experience. Common red flags include:

- Unexplained large cash deposits.

- Rapid movement of funds through multiple accounts.

- Use of shell companies with no apparent business purpose.

- Transactions that are inconsistent with the stated business purpose.

Red flags are embedded in monitoring rules, but they also serve as a mental checklist for analysts during
case reviews.

False Positive occurs when a monitoring rule flags a legitimate transaction as suspicious. High rates of false
positives can overwhelm compliance teams, increase operational costs, and cause “alert fatigue,” where
analysts become desensitised and may overlook genuine threats.

True Positive is an alert that correctly identifies illicit activity. While true positives are the desired outcome,
they are relatively rare in a well-tuned monitoring environment, which is why continuous model refinement
and feedback loops are essential.

False Negative denotes a failure of the monitoring system to generate an alert for a truly suspicious
transaction. False negatives are the most serious type of error, as they represent missed opportunities to
intervene. Reducing false negatives often requires the incorporation of more sophisticated analytics, such as
network analysis or behavioural clustering.

Pattern Recognition is the analytical process of identifying recurring sequences or structures within
transaction data that may indicate illicit activity. Traditional pattern recognition relies on rule-based logic
(e.g., "multiple deposits just below the reporting threshold”), while advanced techniques use machine
learning algorithms to discover hidden correlations that human analysts might overlook.

Transaction Profiling involves constructing a baseline model of what normal activity looks like for a
particular customer or segment. This profile includes metrics such as average transaction size, frequency,
preferred counterparties, and typical channels (e.g., wire, ACH, SWIFT). Deviations from the established
profile—known as “outliers"—trigger alerts. For example, a retail client that normally sends domestic ACH
payments may raise a red flag if suddenly initiating large cross-border SWIFT transfers.

Watch List is a curated collection of individuals, entities, or vessels that are subject to heightened scrutiny
due to their involvement in sanctioned activities, terrorist financing, or other illicit behaviour. Watch lists are
supplied by governments, international bodies (e.g., UN, OFAC), and commercial data providers.
Transactions involving watch-list parties automatically generate alerts, often with a high severity rating.
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Sanctions List is a specific type of watch list that contains individuals, companies, or governments that are
prohibited from receiving funds or conducting business with entities in the jurisdiction. Violations of
sanctions can result in substantial fines, loss of banking licences, and reputational damage.

Beneficial Owner is the natural person who ultimately owns or controls a legal entity, either directly or
indirectly. Identifying beneficial owners is critical because they are the true source of funds and may be
subject to AML scrutiny even if the legal entity itself appears innocuous.

Politically Exposed Person (PEP) is an individual who holds or has held a prominent public function, such as
a head of state, senior politician, or senior government official. PEPs, and their close associates and family
members, are considered higher risk because of the potential for abuse of public office for personal gain.

Tiered Monitoring refers to the practice of applying different levels of scrutiny based on the risk rating of
customers, products, or geographies. High-risk tiers may be monitored in real time with very low thresholds,
while low-risk tiers may be subject to batch monitoring with higher thresholds. Tiered monitoring allows
institutions to allocate resources efficiently while maintaining regulatory compliance.

Real-time Monitoring processes transactions as they occur, generating alerts instantly. Real-time monitoring
is essential for high-risk products such as wire transfers, where rapid intervention can prevent the further
movement of illicit funds. The challenge with real-time monitoring is the need for low-latency data pipelines
and highly efficient rule evaluation engines.

Batch Monitoring aggregates transactions over a defined period (e.g., daily or hourly) and runs them
through the monitoring engine in bulk. Batch monitoring is typically used for lower-risk products, such as
recurring ACH debits, where immediate intervention is less critical.

Transaction Aggregation is the process of consolidating multiple related transactions into a single logical
unit for analysis. For example, a series of cash deposits just below the reporting threshold may be
aggregated to detect “structuring” or “smurfing” attempts. Aggregation helps uncover patterns that would
be invisible when examining each transaction in isolation.

Structuring (also known as smurfing) is a deliberate technique used to evade reporting thresholds by
breaking up large sums of money into multiple smaller transactions. A common structuring scenario
involves a client who consistently deposits cash amounts of $9,900 when the reporting threshold is $10,000.
Detecting structuring requires the monitoring system to aggregate transactions over a rolling window (e.g.,
24 hours) and compare the total to the threshold.

Currency Transaction Report (CTR) is a regulatory filing required in many jurisdictions when a financial
institution conducts a cash transaction above a specified amount (commonly USD 10,000). While a CTR is
not, in itself, an indication of wrongdoing, the filing creates an audit trail that can be examined by
regulators for patterns of structuring or other suspicious behaviour.

Money Laundering Typologies are documented patterns of how criminals conceal the origins of illicit funds.
Common typologies include:
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- Trade-based money laundering, where over- or under-invoicing of goods disguises illicit cash flows.
- Casino laundering, where winnings are used to legitimize proceeds from illicit sources.
- Digital-currency layering, where cryptocurrencies are used to obscure the trail of funds.

Understanding typologies informs the design of monitoring rules and the selection of data sources for
enrichment.

Network Analysis examines the relationships among entities (customers, accounts, counterparties) to
identify clusters or hubs that may indicate illicit networks. Graph-based algorithms can reveal hidden
connections, such as a shell company that serves as a conduit between multiple high-risk customers.
Network analysis is particularly valuable for identifying “money-laundering rings” that operate across
jurisdictions.

Behavioural Clustering groups customers or transactions based on similarity of behavioural attributes, using
techniques such as k-means or hierarchical clustering. Once clusters are established, outliers within a cluster
can be flagged for review. For example, a cluster of small-business clients that typically conduct domestic
ACH payments may contain an outlier that suddenly initiates a large international wire transfer; this outlier
would be a candidate for further investigation.

Data Quality is a critical factor in transaction monitoring. Poor data quality—such as missing beneficiary
names, incorrect country codes, or inconsistent timestamp formats—can lead to missed alerts, false
positives, and regulatory penalties. Institutions invest in data-cleansing processes, master data
management, and regular audits to ensure the integrity of the monitoring input.

Regulatory Change Management is the practice of continuously updating monitoring rules, risk models, and
reporting procedures to reflect new legal requirements, guidance, or enforcement actions. AML regulations
evolve rapidly; for instance, the introduction of the EU’s Sixth Anti-Money-Laundering Directive added a
requirement for “virtual-asset service providers” to be subject to AML controls. Failure to adapt promptly
can result in non-compliance findings.

Model Governance refers to the oversight framework that ensures analytical models used in monitoring
(e.g., machine-learning classifiers) are developed, validated, deployed, and maintained in a controlled
manner. Governance includes documentation of model assumptions, performance metrics (such as
precision, recall, and area under the ROC curve), and a formal change-control process.

Performance Metrics are quantitative measures used to evaluate the effectiveness of monitoring rules and
models. Common metrics include:

- Precision (the proportion of alerts that are true positives).
- Recall (the proportion of actual suspicious transactions that were correctly flagged).
- False-positive rate (the proportion of alerts that are not suspicious).

Balancing these metrics is essential; a model with high recall but low precision may overwhelm staff, while a
model with high precision but low recall may miss critical activity.
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Alert Lifecycle describes the stages an alert passes through from generation to resolution. Typical stages
are:

1. Generation — the monitoring engine creates an alert.

2. Triage — a junior analyst assesses the initial data and determines the next steps.

3. Investigation — senior analysts gather additional information, contact the customer, and evaluate the
suspicion.

4. Decision — the alert is either closed as “not suspicious,” escalated for filing a SAR, or escalated to senior
management for further action.

5. Reporting — the outcome is recorded, and any required regulatory filings are made.

Effective management of the alert lifecycle reduces turnaround time, improves auditability, and ensures
consistent decision-making.

Case Management System (CMS) is the software platform that tracks alerts, documents investigative steps,
stores supporting documentation, and facilitates collaboration among compliance staff. A robust CMS
provides version control, audit trails, and integration with external data sources (e.g., sanctions screening
tools).

Escalation Protocol defines the criteria and procedures for moving an alert to higher-level review. Escalation
triggers may include:

- Alerts involving PEPs or high-risk jurisdictions.
- Alerts with a potential impact above a monetary threshold (e.g., USD 1 million).
- Alerts that remain unresolved after a defined time period.

Clear escalation protocols ensure that senior management and legal counsel are involved when necessary,
and that the institution can demonstrate due diligence to regulators.

Regulatory Reporting encompasses the submission of SARs, CTRs, and other statutory filings to the relevant
FIU or supervisory authority. Reporting must be timely, accurate, and complete. Many jurisdictions require
SARs to be filed within a specific number of days (e.g., 30 days) after the suspicion arises. Delays or
incomplete filings can result in fines and enforcement actions.

Customer Communication is an often-overlooked aspect of transaction monitoring. When investigators
request additional information, the tone and clarity of the request can affect the customer’s willingness to
cooperate. Best practice involves using plain language, providing a clear rationale for the request, and
ensuring that any communication is logged in the CMS for future reference.

Privacy Considerations are paramount when handling personal data for monitoring purposes. Institutions
must balance AML obligations with data-protection regulations such as the EU General Data Protection
Regulation (GDPR) or the California Consumer Privacy Act (CCPA). This balance is achieved by implementing
data minimisation, purpose limitation, and secure storage practices.

Cross-Border Coordination becomes essential when monitoring transactions that involve multiple
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jurisdictions. Different countries may have varying thresholds, reporting requirements, and sanctions lists.
Effective coordination often requires the use of a centralised AML platform that can apply
jurisdiction-specific rules while maintaining a single view of the customer’s activity.

Technology Stack for transaction monitoring typically includes:

- Data ingestion tools (e.g., Kafka, Flink) that capture transaction streams in real time.

- Data warehouses (e.g., Snowflake, Redshift) that store historical transaction data for batch analysis.
- Rule-engine platforms (e.g., Actimize, SAS AML) that execute deterministic monitoring logic.

- Machine-learning frameworks (e.g., TensorFlow, PyTorch) that develop predictive models.

- Visualization dashboards that present key risk indicators to senior management.

Choosing the right combination of technologies influences scalability, latency, and the ability to incorporate
new data sources.

Challenges in Transaction Monitoring are numerous and often interrelated. Below are some of the most
common obstacles faced by institutions:

1. Alert Fatigue — When monitoring rules generate an overwhelming volume of alerts, analysts may become
desensitised, leading to missed true positives. Mitigation strategies include periodic rule optimisation, the
use of risk-based thresholds, and the incorporation of machine-learning scoring to prioritize alerts.

2. Data Silos — Transaction data may reside in separate systems for retail banking, corporate banking, and
treasury. Silos impede the ability to see the full picture of a customer’s activity, making it easier for illicit
flows to go undetected. Integration projects that create a unified data lake are essential to overcome this
barrier.

3. Changing Criminal Tactics — Money-laundering methods evolve rapidly, especially with the rise of
cryptocurrencies, decentralized finance (DeFi), and digital-asset exchanges. Monitoring systems must be
adaptable, with a governance process that allows new typologies to be added to rule libraries without
extensive code changes.

4. Regulatory Divergence — Global institutions must comply with multiple AML regimes, each with its own
reporting thresholds, watch-list requirements, and filing formats. Maintaining a compliant monitoring
program across jurisdictions demands a flexible rule engine that can apply jurisdiction-specific logic while
preserving a consistent risk-assessment framework.

5. Resource Constraints — Smaller banks may lack the budget for sophisticated analytics platforms, leading
them to rely on basic rule-based systems that generate high false-positive rates. Collaborative approaches,
such as sharing anonymised threat intelligence through industry consortia, can help level the playing field.

6. Model Drift — Predictive models can lose accuracy over time as transaction patterns shift. Ongoing model
monitoring, periodic retraining, and the use of back-testing against known SAR cases are necessary to keep
models effective.

7. Legal and Privacy Risks — Over-collection of personal data for monitoring may run afoul of privacy laws.
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Institutions must implement strict access controls, data-encryption, and clear data-retention policies to
mitigate legal exposure.

8. Third-Party Risk — Outsourced payment processors or fintech partners may submit transaction data that is
incomplete or delayed, reducing the effectiveness of real-time monitoring. Due diligence on third-party
data quality and contractual service-level agreements (SLAs) are crucial.

Practical Application Example — Detecting Structuring in a Retail Bank

Consider a retail bank that offers a high-volume cash deposit service at its branches. The bank’s AML team
observes a pattern of customers depositing amounts just under the statutory reporting threshold
of USD 10,000 on a daily basis. To detect structuring, the bank implements the following steps:

1. **Aggregation Rule** — The monitoring engine aggregates all cash deposits per customer over a 24-hour
rolling window.

2. **Threshold Comparison** — If the aggregated total exceeds USD 9,800, an alert is generated, even though
no single deposit exceeds the reporting limit.

3. **Risk Scoring** — The alert is assigned a risk score based on the frequency of the deposits, the branch
locations (e.g., high-risk jurisdictions), and the customer’s profile (e.g., no prior cash-intensive business).

4. **Triage** — A junior analyst reviews the alert, confirming that the deposits are indeed structured.

5. **Investigation** — The analyst contacts the customer, requests source-of-fund documentation, and
checks the customer’s transaction history for consistency.

6. **Decision** — If the customer cannot provide a satisfactory explanation, the analyst escalates the case for
SAR filing.

7. **Feedback Loop** — The outcome (SAR filed or alert closed) is fed back into the rule-engine to fine-tune
the aggregation window and threshold, reducing future false positives.

This example illustrates how a simple rule, when combined with aggregation and risk scoring, can effectively
capture a common money-laundering technique.

Practical Application Example — Monitoring High-Risk Trade Finance Transactions

Trade finance is a high-risk product line due to the potential for over- and under-invoicing. A global bank
implements a multi-layered monitoring approach:

1. **Data Enrichment** — Each documentary credit is enriched with commodity codes, shipping routes, and
counterparties from external trade databases.

2. **Baseline Pricing Model** — The bank builds a pricing model that predicts the expected margin for a
given commodity, origin, and destination.
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3. **Deviation Rule** — If the actual margin deviates by more than 15 % from the model prediction, an alert
is triggered.

4. **Network Analysis** — The alert is cross-checked against a network of known high-risk shell companies
and watch-list entities.

5. **PEP Screening** — The beneficiary is screened for PEP status; any positive hit raises the alert severity.

6. **Investigation** — The trade finance team reviews the supporting documents (e.g., bills of lading,
inspection certificates) and consults the client’s trade history.

7. **Escalation** — If irregularities persist, the case is escalated to the AML compliance officer for SAR filing.

By integrating pricing analytics with watch-list screening, the bank can detect subtle pricing anomalies that
might otherwise be missed by a static rule set.

Practical Application Example — Using Machine Learning for Anomaly Detection in Wire Transfers

A multinational bank seeks to improve its detection of anomalous wire transfers that do not fit established
customer behaviour. The bank adopts an unsupervised learning approach:

1. **Feature Engineering** — For each wire transfer, the bank extracts features such as transfer amount, time
of day, currency, destination country, and historical frequency.

2. **Autoencoder Model** — An autoencoder neural network is trained on a large dataset of normal
transactions to learn a compressed representation.

3. **Reconstruction Error** — During live monitoring, each new transaction is passed through the
autoencoder. Transactions with a reconstruction error above a pre-defined percentile are flagged as
anomalies.

4. **Risk Scoring** — Anomalous transactions are scored based on additional criteria (e.g., involvement of a
high-risk jurisdiction).

5. **Human Review** — Analysts review high-risk anomalies, confirming whether they represent legitimate
business activity or potential money laundering.

6. **Model Retraining** — The model is periodically retrained with newly labelled data to adapt to evolving
patterns.

The unsupervised approach allows the bank to uncover previously unknown typologies without needing an
extensive rule base.

Key Vocabulary Summary

- Transaction Monitoring — Ongoing analysis of financial activity to identify suspicious patterns.
- Suspicious Activity Report (SAR) — Formal filing to the FIU when illicit activity is suspected.
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- Know Your Customer (KYC) — Verification of customer identity and business purpose.

- Customer Due Diligence (CDD) — Ongoing risk assessment of a customer.

- Enhanced Due Diligence (EDD) — Deeper investigation for high-risk customers.

- Risk Assessment — Process of quantifying AML risk across customers, products, and geographies.
- Threshold — Numeric limit that triggers an alert.

- Alert — Notification that a transaction meets one or more rule conditions.

- Red Flag - Specific indicator suggesting possible money laundering.

- False Positive, True Positive, False Negative — Classification outcomes for alerts.

- Pattern Recognition — Identification of recurring structures in transaction data.

- Transaction Profiling — Building a baseline model of normal customer behaviour.

- Watch List, Sanctions List — Collections of high-risk entities for screening.

- Beneficial Owner — Natural person who ultimately controls a legal entity.

- Politically Exposed Person (PEP) — Individual with a prominent public function.

- Tiered Monitoring — Applying different scrutiny levels based on risk tiers.

- Real-time Monitoring, Batch Monitoring — Timing approaches for processing transactions.
- Transaction Aggregation — Consolidating multiple transactions for analysis.

- Structuring (or smurfing) — Breaking up large sums to evade reporting thresholds.

- Currency Transaction Report (CTR) — Regulatory filing for large cash transactions.

- Money Laundering Typologies — Documented patterns of illicit fund movement.

- Network Analysis — Examining relationships among entities to uncover illicit networks.
- Behavioural Clustering — Grouping similar customers or transactions to identify outliers.
- Data Quality — Accuracy and completeness of input data for monitoring.

- Regulatory Change Management — Updating controls to reflect new AML rules.

- Model Governance — Oversight of analytical models used in monitoring.

- Performance Metrics — Measures such as precision, recall, and false-positive rate.

- Alert Lifecycle — Stages from generation to resolution of an alert.

- Case Management System (CMS) — Platform for tracking alerts and investigations.

- Escalation Protocol — Rules for moving alerts to higher-level review.

- Regulatory Reporting — Submission of SARs, CTRs, and related filings.

- Customer Communication — Interaction with clients during investigations.

- Privacy Considerations — Balancing AML obligations with data-protection laws.

- Cross-Border Coordination — Managing AML across multiple jurisdictions.

- Technology Stack — Tools and platforms supporting transaction monitoring.

- Challenges — Common obstacles such as alert fatigue, data silos, and model drift.

By mastering these terms and understanding their practical application, compliance professionals can
design, implement, and maintain robust transaction monitoring programs that meet international AML
standards and effectively mitigate the risk of financial crime.
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