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Postgraduate Certificate in AI in Cybersecurity

Cyber Threat Analysis and Mitigation

Cyber Threat Analysis and Mitigation are critical components of cybersecurity, aimed at identifying,
assessing, and responding to potential threats to an organization's digital assets. In this course, the
Postgraduate Certificate in AI in Cybersecurity, students will delve into key terms and vocabulary essential
for understanding and effectively combating cyber threats. Below are detailed explanations of these terms
to enhance your comprehension of this complex field.

1. **Threat Intelligence**: Threat intelligence refers to the information collected, analyzed, and disseminated
about potential and current cyber threats. It helps organizations understand the tactics, techniques, and
procedures of threat actors, enabling them to proactively defend against attacks.

2. **Malware**: Short for malicious software, malware is a broad term used to describe any software
designed to cause harm to a computer system, network, or device. Examples of malware include viruses,
worms, Trojans, and ransomware.

3. **Phishing**: Phishing is a type of cyber attack where attackers attempt to trick individuals into divulging
sensitive information such as passwords, credit card numbers, or personal data by posing as a trustworthy
entity in electronic communication.

4. **Vulnerability**: A vulnerability is a weakness in a system's security that can be exploited by threat actors
to compromise the confidentiality, integrity, or availability of information. Vulnerabilities can exist in
software, hardware, or human processes.

5. **Exploit**: An exploit is a piece of code or technique used by attackers to take advantage of a
vulnerability in a system or application. By exploiting vulnerabilities, threat actors can gain unauthorized
access, steal data, or disrupt operations.

6. **Zero-Day Vulnerability**: A zero-day vulnerability is a previously unknown security flaw in software or
hardware that is actively exploited by attackers before a patch or fix is available. Zero-day vulnerabilities
pose a significant risk to organizations as they have no defense against them.

7. **Advanced Persistent Threat (APT)**: APT is a sophisticated, long-term cyber attack carried out by a well-
funded and organized group of threat actors. APT attacks are stealthy, targeted, and persistent, often aimed
at exfiltrating sensitive data or disrupting operations.

8. **Cyber Threat Actor**: A cyber threat actor is an individual or group responsible for launching cyber
attacks against organizations or individuals. Threat actors can be hackers, cybercriminals, hacktivists, state-
sponsored entities, or insiders.

9. **Incident Response**: Incident response is the process of preparing for, detecting, analyzing, and
responding to security incidents in an organization. It involves containing the incident, eradicating the
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threat, and recovering from the impact to minimize damage.

10. **Security Information and Event Management (SIEM)**: SIEM is a technology that provides real-time
analysis of security alerts generated by network hardware and applications. It helps organizations detect
and respond to security incidents by correlating logs and events from multiple sources.

11. **Machine Learning**: Machine learning is a subset of artificial intelligence that enables computers to
learn from data and make predictions or decisions without being explicitly programmed. In cybersecurity,
machine learning algorithms can be used to detect anomalies, classify threats, and improve decision-
making.

12. **Deep Learning**: Deep learning is a type of machine learning that uses neural networks with multiple
layers to analyze complex data. Deep learning algorithms are capable of learning representations of data
and identifying patterns, making them valuable for cybersecurity tasks such as malware detection and threat
analysis.

13. **Natural Language Processing (NLP)**: NLP is a branch of artificial intelligence that focuses on the
interaction between computers and human language. In cybersecurity, NLP can be used to analyze and
categorize text-based data such as security reports, threat intelligence, and social media feeds.

14. **Cyber Threat Hunting**: Cyber threat hunting is a proactive security approach that involves searching
for and identifying threats within an organization's network. Threat hunters use a combination of tools,
techniques, and expertise to detect hidden threats that may have evaded traditional security measures.

15. **Cyber Resilience**: Cyber resilience refers to an organization's ability to withstand, respond to, and
recover from cyber attacks or security incidents. It involves implementing robust security measures, incident
response plans, and business continuity strategies to minimize the impact of disruptions.

16. **Digital Forensics**: Digital forensics is the process of collecting, analyzing, and preserving digital
evidence to investigate cyber crimes or security incidents. Forensic analysts use specialized tools and
techniques to uncover the origins of an attack, identify culprits, and support legal proceedings.

17. **Threat Modeling**: Threat modeling is a structured approach to identifying and prioritizing potential
threats to an organization's assets. It involves assessing the likelihood and impact of threats, determining
vulnerabilities, and designing countermeasures to mitigate risks effectively.

18. **Cyber Threat Intelligence (CTI)**: CTI is a subset of threat intelligence that focuses specifically on cyber
threats. CTI provides actionable insights into emerging threats, threat actors' tactics, and indicators of
compromise to help organizations improve their security posture.

19. **Endpoint Security**: Endpoint security refers to the protection of individual devices such as computers,
laptops, and mobile devices from cyber threats. Endpoint security solutions include antivirus software,
firewalls, intrusion detection systems, and encryption to safeguard endpoints from attacks.

20. **Network Security**: Network security encompasses measures to protect an organization's network
infrastructure from unauthorized access, misuse, or disruptions. Network security technologies include
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firewalls, intrusion prevention systems, virtual private networks, and secure gateways.

21. **Cloud Security**: Cloud security involves protecting data, applications, and infrastructure hosted in
cloud environments from cyber threats. Cloud security solutions include encryption, access controls, identity
management, and monitoring to ensure the confidentiality and integrity of cloud resources.

22. **Cybersecurity Frameworks**: Cybersecurity frameworks are guidelines, best practices, and standards
that organizations can follow to improve their cybersecurity posture. Popular cybersecurity frameworks
include NIST Cybersecurity Framework, ISO/IEC 27001, and CIS Controls, which provide a structured
approach to managing cybersecurity risks.

23. **Threat Vector**: A threat vector is the means by which a cyber threat is delivered to a target. Threat
vectors can include email attachments, malicious websites, USB drives, and social engineering tactics used
by threat actors to exploit vulnerabilities and compromise systems.

24. **Social Engineering**: Social engineering is a psychological manipulation technique used by threat
actors to deceive individuals into divulging confidential information or performing actions that compromise
security. Social engineering attacks can take the form of phishing emails, pretexting, or baiting.

25. **Cybersecurity Incident**: A cybersecurity incident is any event that compromises the confidentiality,
integrity, or availability of an organization's information assets. Incidents can range from data breaches and
malware infections to denial-of-service attacks and insider threats, requiring immediate response and
mitigation.

26. **Patch Management**: Patch management is the process of identifying, testing, and applying software
updates or patches to address known vulnerabilities in systems or applications. Effective patch management
helps organizations reduce the risk of exploitation by threat actors and enhance overall security.

27. **Security Operations Center (SOC)**: A SOC is a centralized unit within an organization responsible for
monitoring, detecting, analyzing, and responding to security incidents. SOC analysts use security tools,
technologies, and processes to defend against cyber threats and ensure the organization's security posture.

28. **Threat Hunting**: Threat hunting is a proactive security approach aimed at identifying and mitigating
advanced threats that evade traditional security controls. Threat hunters use data analytics, threat
intelligence, and investigative techniques to uncover hidden threats and vulnerabilities.

29. **Cyber Kill Chain**: The Cyber Kill Chain is a framework developed by Lockheed Martin to describe the
stages of a cyber attack from initial reconnaissance to data exfiltration. Understanding the Cyber Kill Chain
helps organizations detect and disrupt attacks at different stages to prevent successful breaches.

30. **Attack Surface**: An attack surface is the sum of all potential points of vulnerability in an
organization's systems, applications, and networks that can be exploited by threat actors. Reducing the
attack surface through security controls and risk mitigation measures helps minimize the risk of successful
cyber attacks.

31. **Honeypot**: A honeypot is a decoy system or network designed to attract and deceive attackers,
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allowing organizations to monitor and analyze their tactics, techniques, and procedures. Honeypots can
help organizations gather threat intelligence, detect malicious activity, and improve incident response
capabilities.

32. **Cyber Threat Assessment**: Cyber threat assessment is the process of evaluating an organization's
cybersecurity posture, identifying potential threats, and assessing the effectiveness of existing security
controls. Cyber threat assessments help organizations understand their risk exposure and prioritize
mitigation efforts.

33. **Cybersecurity Awareness**: Cybersecurity awareness refers to educating employees, users, and
stakeholders about cybersecurity best practices, threats, and risks. By raising awareness and promoting a
culture of security, organizations can enhance their defenses against social engineering attacks and insider
threats.

34. **Red Team vs. Blue Team**: Red teaming and blue teaming are cybersecurity exercises where the red
team simulates attackers, and the blue team defends against them. Red team activities test the
organization's security posture, while blue team activities focus on detection, response, and mitigation of
threats.

35. **Cyber Threat Landscape**: The cyber threat landscape refers to the current state of cybersecurity risks,
threats, and vulnerabilities facing organizations globally. Understanding the cyber threat landscape helps
organizations anticipate emerging threats and adapt their security strategies to mitigate risks effectively.

36. **Cybersecurity Governance**: Cybersecurity governance involves establishing policies, procedures, and
controls to manage and oversee an organization's cybersecurity program. Effective cybersecurity
governance ensures alignment with business objectives, regulatory requirements, and industry best
practices.

37. **Security Incident Response Plan**: A security incident response plan is a documented set of
procedures and protocols that outline how an organization will detect, respond to, and recover from
security incidents. Having a robust incident response plan helps organizations minimize the impact of
breaches and rapidly restore operations.

38. **Cyber Risk Management**: Cyber risk management is the process of identifying, assessing, and
mitigating cybersecurity risks to an organization's digital assets. By implementing risk management
practices, organizations can prioritize investments, allocate resources effectively, and reduce the likelihood
and impact of cyber threats.

39. **Threat Intelligence Sharing**: Threat intelligence sharing involves exchanging information about cyber
threats, indicators of compromise, and best practices among organizations, government agencies, and
cybersecurity vendors. Sharing threat intelligence helps improve collective defenses and enhance
cybersecurity resilience.

40. **Security Information Sharing and Analysis Centers (ISACs)**: ISACs are industry-specific organizations
that facilitate the sharing of cybersecurity information, threat intelligence, and best practices among
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member organizations. ISACs help industries collaborate, coordinate responses, and strengthen
cybersecurity defenses against sector-specific threats.

In conclusion, mastering the key terms and vocabulary related to Cyber Threat Analysis and Mitigation is
essential for professionals pursuing a career in cybersecurity. By understanding these concepts, students in
the Postgraduate Certificate in AI in Cybersecurity course can effectively analyze threats, mitigate risks, and
enhance the security posture of organizations. Continual learning, practical application of concepts, and
staying abreast of evolving cyber threats are crucial for success in this dynamic and challenging field.
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